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1
Decision/action requested

This contribution proposes a best effort UP IP solution for EPS
2
References

[1]
3GPP TS 33.853 
3
Rationale

Adding security policy to EPS seems like something that will touch many if not all of the nodes in EPS. Also the value of security seems to have little value unless there is a need to use REQUIRED as policy. It is not clear that such a case will always exist in all deployments of UP IP. For these reasons, it seem prudent to have a best effort UP IP solution where in effect the security is always set to PREFERRED. This solution is also useful as it allows UP IP to be used when connected to an MME that has not been upgraded. 
4
Detailed proposal

It is proposed that the following pCR is approved from inclusion in the updated TR. The baseline for this pCR is the unofficial version of the TR that was prepared after SA3#100-bis-e.
**** START OF CHANGES ****

6.x
Solution #x: 'Best effort' UP IP for EPS
6.x.1
Introduction

The solution addresses key issue #1 and key issue #2.

The solution only affects UE and RAN nodes
6.x.2
Network options affected

This solution is applicable to the following network options:

- 
Option 1 - eUTRA with EPC

- 
Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

6.x.3
Solution Description

This solution is effectively a best effort solution in that it is left to the RAN nodes to apply UP IP to bearers based on their local configuration. The existing security capability IEs are used to signal the capability of the UE to support UP IP to the RAN nodes (via the MME) and the RAN nodes decide on whether to use UP IP for each bearer. Furthermore, this solution aims to enable the use of UP IP when connected to (part of) a core network that has not been upgraded.
Editor’s Note: It is FFS whether an not-upgraded MME will copy bits (re)defined in R17 from NAS signalling (TS 24.301) in the UE network capability IE (section 9.9.3.34) or the UE additional security capability IE (section 9.9.3.53) into bits that are  “reserved for future use” in the TS 36.413 (S1-AP) UE Security Capabilities IE (9.2.1.40) or NR UE Security Capabilities IE (9.2.1.127). 
The solution does not prevent the use of UP IP security policy. If the RAN node has been upgraded to understand security policy and has received the security policy, then the RAN node uses the received security policy to decide on whether to activate UP IP, i.e. the local configuration is ignored when security policy has been received.
The solution consists of the following aspects:

· Solution #13 is used to indicate the UE’s support of UP IP with EPS

· AS SMC and RRC Reconfiguration procedures are used to negotiate the use of UP IP for bearer as in 5G or EPS relay nodes
· MAC-I is added to the PDCP PDU as for relay nodes in LTE PDCP or as in NR PDCP.
Editor's Note: It’s FFS how handover (X2 and S1) is handled.

Editor's Note: It’s FFS how inter-operability with legacy eNB nodes are handled.

Editor's Note: It’s FFS how consistent UP IP policy is maintained.
6.x.4
Solution Evaluation

Editor's Note: To be added later
**** END OF CHANGES ****



