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1	Decision/action requested
SA3 is kindly asked to approve the proposed changes in TR 33.818 v0.8.0.
2	References
[1]	3GPP TR 33.818 v0.8.0	Security Assurance Methodology (SECAM); and Security Assurance Specification (SCAS);  for 3GPP virtualized network products
3	Rationale
In current TR 33.818 v0.8.0 [1], the analysis of threats on the interface between virtualisation layer and VNF for GVNP type 2 is not quite complete. This pCR proposes additional text for the threat analysis and then adds the threat reference in the corresponding test case accordingly.
4	Detailed proposal
[bookmark: _Hlk47189665]*************** Start of the 1st Change ****************
[bookmark: _Toc40690184]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]  3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[bookmark: definitions][2]  3GPP TR 33.916: "Security Assurance Methodology (SCAS) for 3GPP network products"
[3]  3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes"
[4]  3GPP TR 33.117: "Catalogue of general security assurance requirements"
[5] 3GPP TS 28.500: "Management concept, architecture and requirements for mobile networks that include virtualized network functions"
[6] ETSI GS NFV-SEC 001: "Network Functions Virtualisation (NFV); NFV Security; Problem Statement"
[7] GSMA FS.16: "Network Equipment Security Assurance Scheme – Development and Lifecycle Security Requirements"
 [8] ETSI GR NFV-SEC 007: "Functions Virtualisation (NFV); Trust; Report on Attestation Technologies and Practices for Secure Deployments"
[9]3GPP TR 33.848: "Study on security impacts of virtualisation"
[10] 3GPP TR 33.805: "Study on security assurance methodology for 3GPP network products (Release 12) "
[11] ETSI GS NFV 002: " Network Functions Virtualisation (NFV); Architectural Framework"
[12] ETSI GS NFV-EVE 001: “Network Functions Virtualisation (NFV); Virtualisation technologies; Hypervisor Domain Requirements Specification”
[13] ETSI GS NFV-IFA008: "Network Functions Virtualisation (NFV); Management and Orchestration; Ve-Vnfm reference point - Interface and Information Model Specification"
[14] ETSI GS NFV-IFA019: "Network Functions Virtualisation (NFV); Acceleration Technologies; Acceleration Resource Management Interface Specification"
[15] ETSI GS NFV-IFA011: "Network Functions Virtualisation (NFV) Release 3; Management and Orchestration; VNF Descriptor and Packaging Specification"
[16] ETSI GS NFV-SEC 012: “Network Functions Virtualisation (NFV) Release 3; Security; System architecture specification for execution of sensitive NFV components”3	Definitions of terms, symbols and abbreviations

*************** Start of the Change ****************
5.2.4.3.2.3 Threats relating to ETSI-defined interfaces
In addition to threats described in clause 5.2.4.2.2.3, GVNP of type 2 also has following threats relating to ETSI-defined interfaces[11]:
-     The threats on interface between virtualisation layer and hardware: an attacker can utilize the vulnerabilities of hardware (e.g. Meltdown and Spectre of CPU in host) to attack virtualisation layer and/or VNFs through this interface, resulting in information disclosure or DoS etc. 
-     The threats on interface between virtualisation layer and VIM: an attacker can tamper the specific assignment of virtualized resources to cause resource assignment errors or an attacker can intercept virtualized resources state information  leading to information disclosure. 
-     The threats on interface between virtualisation layer and VNF: an attacker can utilize athe vulnerability of a 3GPP VNF to compromise virtualization layer through a malicious the VNF. If one of the instances of a 3GPP VNF is compromised, other instances of the 3GPP VNF could be compromised in the same way by the attacker by executing a VM escape or hypervisor escape from the compromised instance.
NOTE:	VM escape is a security exploit that an attacker runs code on a VM allowing the Guest OS of the VM to break out and interact directly with the host OS. Such an exploit enables the attacker to gain access to the hypervisor and all its created VMs. Hypervisor escape is a security exploit that an attacker is able tunnel through the virtualisation layer from an attacked VNF to any other VNF. VM escape is considered more likely than hypervisor escape, and hypervisor escape is considered more catastrophic than VM escape.
NOTE: the threats on the interface between 3GPP VNF and virtualisation layer only apply when VNF is decoupled from virtualisation layer.
Editor’s note: More threats described in 3GPP TR 33.848[9] or/and ETSI specifications are to be added if identified as related to the above two interfaces. 
*************** Start of the 3rd Change ****************
5.2.5.6.7.3 Security functional requirements on VM escape
Requirement Name: VM escape protection
Requirement Description:
To defence the attack that an attacker utilizes a vulnerability of a VNF to attack a virtualisation layer and then control the virtualisation layer, the virtualisation layer shall implement the following requirements:
The virtualisation shall reject the abnormal access from the VNF (e.g. the VNF accesses the memory which is not allocated to the VNF) and log the attacks.


Test case: 
Test Name: TC_VM ESCAPE PROTECTION
Purpose:
To test the virtualisation layer rejects the abnormal access from the VNF and logs the attacks from the VNF.
Procedure and execution steps:
Pre-Condition:
There are a virtualisation layer and a VNF on the test environment.
Execution Steps
Execute the following steps:
1. The tester logs the VNF and makes an abnormal access (e.g. the VNF accesses the memory which is not allocated to the VNF) to the virtualisation layer.
2. The tester checks whether the virtualisation layer rejects the abnormal access from the VNF and logs the attacks.
Expected Results:
 The virtualisation layer rejects the abnormal access from the VNF and logs the attacks.
Expected format of evidence:
Screenshot contains the log.
Note: The security requirements and related test cases in clause 5.2.5.y.7.3 only considered in the decoupling scenario.
*************** End of the Change ****************

