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1
Decision/action requested

This contribution proposes a new test case on the IMS signalling protection.
2
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3
Rationale

As specified in TS 33.203 [1], clause 7.1, the IPSec protection profile implemented between UE and P-CSCF shall adhere to the given in clause 5.3.3 of 33.210 [2]. Otherwise, weak security algorithm may be selected.

The threats analysis can be found in the S3-20xxxx [3].
4
Detailed proposal

It is suggested to approve the following change.
*************** Start of the changes ****************

4.2.2.X
Security functional requirements on the P-CSCF deriving from 3GPP specifications and related test cases

4.2.2.X.1
Protection of IMS signalling in transfer
Requirement Name: Protection of IMS signalling transported between UE and P-CSCF 
Requirement Reference: TS 33.203 [3], clause 7.1

Requirement Description: 

"For protecting IMS signalling between the UE and the P‑CSCF it is necessary to agree on shared keys that are provided by IMS AKA, and a set of parameters specific to a protection method. The security mode setup (cf. clause 7.2) is used to negotiate the SA parameters required for IPsec ESP with authentication and confidentiality, in accordance with the provisions in clauses 5.1.3, 5.1.4, 6.2, and 6.3.

The SA parameters that shall be negotiated between UE and P‑CSCF in the security mode set-up procedure are:

-
Encryption algorithm


Both the UE and the P‑CSCF shall adhere to the profiling given in clause 5.3.3 of 33.210 [5] with the addition that only algorithms that can be signalled according to Annex H needs to be supported.
-
Integrity algorithm


Both the UE and the P‑CSCF shall adhere to the profiling given in clause 5.3.4 of 33.210 [5] with the addition that only algorithms that can be signalled according to Annex H needs to be supported. " 

as specified in TS 33.203 [3], clause 7.1.

Threat References: TBD

Test case: 
Test Name: TC_PROTECT_IMS_SIGNALLING_TRANSFER
Purpose:

Verify the IMS signalling protection mechanisms implemented in P-CSCF adherer to profiling given in clause 5.3.4 of 33.210 [aa] with the addition that only algorithms that can be signalled according to Annex H of TS 33.203[XX] needs to be supported. 

Procedure and execution steps:

Pre-Conditions:

-
P-CSCF network products are connected in simulated/real network environment.

-
The UE supporting IMS AKA may be simulated.

-
Tester shall have the knowledge of the security profilings for the IPSec ESP protection.

-
Tester shall have the keys derived from the IMS AKA to negotiate the SA parameters required for IPSec ESP.

Execution Steps 
The requirement mentioned in this clause is tested in accordance with the procedure mentioned in clause 4.2.3.2.4 of TS 33.117 [3]. 
Expected Results:


-     The P-CSCF under test and the UE established TLS if the TLS profiles used by the UE are compliant with the profile requirements in TS 33.203[3] Annex H. 

-     The P-CSCF under test and the UE failed to establish TLS if the TLS profiles used by the UE are forbidden in TS 33.203[3] Annex H. 

Expected format of evidence:

Provide evidence of the check of the product documentation in plain text. Save the logs and the communication flow in a .pcap file.

*************** End of the changes ****************

