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	Reason for change:
	As defined in TS 33.501 clause K.3, to reduce incremental complexity added by security, all PDU sessions associated with a specific 5G LAN group should have the same UP security policy.

If the UP security policy within a specific 5G Lan group is not the same, the data may be leaked from the unprotected air interface. Especially, for the case that one security policy is “required’, while the other security policy is “not needed”.

	
	

	Summary of change:
	Adding threats related to security policy misalignment on the 5G LAN services.

	
	

	Consequences if not approved:
	No reference of threats related to security policy misalignment on the 5G LAN services.
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[bookmark: _Hlk23872791][bookmark: _Toc525311385]*************** Start of the changes ****************
[bookmark: _Toc35533616][bookmark: _Toc26886980][bookmark: _Toc19783196]E.2.2.X	Incorrect UP security policy configuration for 5G LAN service
· Threat name: Incorrect UP security policy configuration for 5G LAN service
· Threat Reference: Tampering data, Information Disclosure 
· Threat Description: It is assumed that two UEs are belonging to one 5G LAN group. In case where the UDM is configured to set and provide User Plane Security policy to the SMF, if the UP security policies set for all the UEs belonging to a specific 5G LAN service are not consistent, e.g. the UP security policy1 for the UE1 is set to "required", and the UP security policy2 for the UE2 is set to "not needed", the 5G LAN service data transferred from gNB to UE2 may be removed, tampered or intercepted by the attacker, even if the service data transferred to the UE1 is protected. That means, the 5G LAN service data will be in the risk of being attacked with the lowest security level set in the the UP security policy.
· Threatened Asset: User Subscription Data 

*************** End of the changes ****************

