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	As described in the clause K.3 of TS33.501, it is required that “To reduce incremental complexity added by security, all PDU sessions associated with a specific 5G LAN group should have the same UP security policy.”.

Considering that security policy received from UDM will be taken as the priority, it is proposed to configure the policy in the UDM as one option to avoid any potential inconsistency of 5G LAN security policies in the future.

Furthermore, SMF does not need to obtain any information for security policy decision. Hence, the existing EN in the clause K.3 can be removed.
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* * * First Change * * * *
[bookmark: _Toc51168513][bookmark: _Toc45275255][bookmark: _Toc45274667][bookmark: _Toc45029002][bookmark: _Toc35533614][bookmark: _Toc35528853][bookmark: _Toc26876084][bookmark: _Toc18162604]Annex K (normative):
Security for 5GLAN services
[bookmark: _Toc51168514][bookmark: _Toc45275256][bookmark: _Toc45274668][bookmark: _Toc45029003][bookmark: _Toc35533615][bookmark: _Toc35528854][bookmark: _Toc26876085]K.1	General
5GLAN services are described in 3GPP TS 23.501 [2] and 3GPP TS 23.502 [8].
[bookmark: _Toc51168515][bookmark: _Toc45275257][bookmark: _Toc45274669][bookmark: _Toc45029004][bookmark: _Toc35533616][bookmark: _Toc35528855][bookmark: _Toc26876086]K.2	Authentication and authorization
For authentication and authorization of a UE in 5G LAN communication, the secondary authentication procedures between UE and external data networks via the 5G Network as described in clause 11 shall apply. 
[bookmark: _Toc51168516][bookmark: _Toc45275258][bookmark: _Toc45274670][bookmark: _Toc45029005][bookmark: _Toc35533617]K.3	Handling of UP security policy
To reduce incremental complexity added by security, all PDU sessions associated with a specific 5G LAN group should have the same UP security policy. When generating the policy enforcement information, and to avoid the redundant double protection, the SMF may consider information by a DN-AAA about DN protection mechanisms already applied. 
NOTE: The security policy for the 5G LAN group can be configured in the UDM. The SMF receives the UP security policy from the UDM, and forwards the received security policy to the gNB during the PDU session establishment procedure. 
Editor's Note: Details about SMF obtaining information about DN protection from DN-AAA are ffs.
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