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1
Decision/action requested

This contribution proposes a new key issue on UE-to-UE Relay or UE-to-Network selection.
2
References

[1]
3GPP TS 33.847 Study on Security Aspects of Enhancement for Proximity Based Services in 5GS
3
Rationale

This contribution proposes a new key issue on UE-to-UE Relay or UE-to-Network Relay selection from the security point of view.
4
Detailed proposal

It is proposed to approve the following changes.
*************** Start of the changes ****************

5.X
Key Issue #X: New key issue on the security of path selection for UE-to-UE Relay or UE-to-Network.
5.X.1
Key issue details
TR 23.752 [2] in Clause 5.3, Key Issue #3: Support of UE-to-Network Relay has the following key issue:

-
How to (re)select a UE-to-Network Relay for communication path selection between two indirect network communication paths (i.e. path #2 and path #3 in figure 5.3.1-1).
NOTE 1: Security and privacy aspects will be handled by SA WG3.
TR 23.752 [2] in Clause 5.4, Key Issue #4: Support of UE-to-UE Relay has the following key issue:

-
How to (re)-select a UE-to-UE Relay UE in proximity?
NOTE 2: For security aspects, coordination with SA WG3 is needed..
Both the UE-to-UE relay and UE-to-Network relay are normal UEs, the security capabilities of which are limited, such as the data integrity protection and integrity verification computing. Hence, if a large number of remote UEs connected to the relay and consumed the relay services, the encryption or integrity protection processing capability of the relay will be not sufficient for the following remote UEs. Then, the relay may not be able to provide the normal security protection in this case. In the end, the relay may discard the unprocessed data received from the remote UE, or reject the connect request later, if the remote UEs connected to the relay. 
For example, assume that the Relay supports the integrity protection data processing rate is 10 Gbps. If 10 remote UEs that requiring 1 Gbps integrity data protection per UE connected the relay, then relay can not provide any integrity protection capability. If the 11th remote UE dose not know the security status of the relay, and the integrity protection is required, the remote UE will be rejected later or the data requiring integrity protection will be discarded by the relay.
This key issue is to study the security of path selection for UE-to-UE Relay or UE-to-Network from the security point of view.
5.X.2
Security threats

The data of the remote UE will be discarded by the relay if the protection can not be fully performed in the UE-to-UE Relay or UE-to-Network Relay.   

5.X.3
Potential security requirements

The system shall support the security of path selection for UE-to-UE Relay or UE-to-Network from the security point of view.
*************** End of the changes ****************

