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* * * First Change * * * *
[bookmark: _Toc51168517][bookmark: _Toc45275259][bookmark: _Toc45274671][bookmark: _Toc45029006][bookmark: _Toc35533618][bookmark: _Toc35528856][bookmark: _Toc26876087]Annex L (normative):
Security for TSC service
[bookmark: _Toc51168518][bookmark: _Toc45275260][bookmark: _Toc45274672][bookmark: _Toc45029007][bookmark: _Toc35533619][bookmark: _Toc35528857][bookmark: _Toc26876088]L.1	General
The 5G TSC service is described in 3GPP TS 23.501 [2]. It allows the 5G System to be integrated transparently as a bridge in an IEEE TSN network [75], where the 5GS system acts as one or more TSN Bridges of a TSN network. 
[bookmark: _Toc51168519][bookmark: _Toc45275261][bookmark: _Toc45274673][bookmark: _Toc45029008][bookmark: _Toc35533620][bookmark: _Toc35528858][bookmark: _Toc26876089]L.2	Access security for a 5GS TSC-enabled UE
A 5GS TSC-enabled UE accesses the 5G network as described in this document except where differences are provided in the following clauses.
[bookmark: _Toc51168520][bookmark: _Toc45275262][bookmark: _Toc45274674][bookmark: _Toc45029009][bookmark: _Toc35533621][bookmark: _Toc35528859][bookmark: _Toc26876090]L.3	Protection of user plane data in TSC including gPTP control messages
After the 5GS TSC-enabled UE is authenticated and data connection is set up, any data received from a TSC bridge or another 5GS TSC-enabled UE shall be transported between DS-TT (in the UE) and NW-TT (in the UPF) in a protected way using the mechanisms for UP security as described in clause 6.6. 
The UP security enforcement informationpolicy for UP confidentiality and UP integrity protection  shall be set to "required" for data transferred from gNB to a 5GS TSC-enabled UE. This is also applicable to the gPTP messages sent in the user plane.
NOTE: The "required" of the security policy can be configured in the UDM. The SMF receives the UP security policy from the UDM, and forwards the received security policy to the gNB during the PDU session establishment procedure. 
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