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Decision/action requested

SA3 is kindly requested to approve this contribution to 33.864.
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3
Rationale

The study on the security of AMF re-allocation has a single focus on the procedure of AMF re-allocation described in 23.502 [1]. This contribution proposes to add to the study the description on the procedure, to obviate the need for the every contribution to this study to repeatedly describe the same procedure.
The problem of registration failure issue with AMF re-allocation via RAN was thoroughly analysed in S3-192454 [2] which was presented in SA3#95bis meeting and sent as an attachment of the LS to SA2 to describe the issues. It is worth capturing the analysis in this study, hence this contribution also copies and pastes the problem analysis to the Annext of this study.
4
Detailed proposal

SA3 is kindly requsted to approve the following texts. 
****START OF 1st CHANGE ***

4
Architecture and security assumptions of AMF re-allocation
4.X
Procedure of Registration with AMFre-allocation

When an AMF receives a registration request from a UE, the AMF may need to reroute the request to another AMF because the AMF may not be able serve the UE. Figure 4.X-1 describes the registration procedure with AMF re-allocation specified in 23.502 [X].
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Figure 4.X-1: Registration with AMF re-allocation
1. The UE sends a Registration Request (RR). Either a 5G-GUTI or a SUCI is included. 

2. If a SUCI is received in the RR, this step is skipped. If a 5G-GUTI is received and if there is connectivity between the initial AMF and the old AMF assignging the 5G-GUTI, the AMF retrieves the UE context from the old AMF that assigned the 5G-GUTI. The old AMF may perform horizontal key derivation and send to the initial AMF the derived security context.

3. The initial AMF initiates a round of primary authentication if a SUCI is received in step 1 or if the context retrieval in step 2 fails or if local policy at the initial AMF requires primary authentication. 

4. The initial AMF may send a Security Mode Command to UE to activate the new security context established in step 3 or the derived security context in step 2.

5. The UE responds with a Security Mode Complete.

6. The UDM decides NAS reroute and obtains network slice information including Allowd NSSAIs, instances to serve UE, target AMF set, and etc.

7. If step 2 is not performed, this step is skipped.  Otherwise, the initial AMF notifies the old AMF that the registration  is not successful. The old AMF continues as if the Namf_Communication_UEContextTransfer in step 2 had never been received. 

(A)  Direct NAS Reroute

8. If the initial AMF based on local configuration and subscription information decides to forward the NAS message the target AMF directly, then initial AMF sends, among others, UE’s security context and the RR to the target AMF. 
(B)  Reroute via RAN
9. If the initial AMF based on local configuration and subscription information decides to forward the NAS message the target AMF via (R)AN, the initial AMF sends a Reroute NAS message to the (R)AN (step 9a). The reroute NAS message includes the RR message and the target AMF information. The (R)AN sends an Initial UE Message to the target AMF, including the RR and the slice information obtained in step 6 indicating reroute due to slicing.
10.  This step is skipped if SUCI is included in the RR. If the RR message contains the 5G-GUTI and if there is connectivity between the target AMF and the old AMF assigning the 5G-GUTI, the target AMF retrieves the UE context from the old AMF.
11. The target AMF continues with the registration procedure. 
****END OF 1st CHANGE ***
****START OF 2nd CHANGE ***
Annex Z (informative)
Z.Y Registration failure issue with AMF re-allocation via RAN
Z.Y.1
General

This clause analyses the registration failure issue with AMF re-allocation via RAN.  

Z.Y.2
Description of Registration Failure Issue

The registration failure case in the initial registration where no usable security context at UE at the time of registration is depicted in Figure Z.Y.2-1.
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Figure Z.Y.2-1: Registration with SUCI
1-2. The initial AMF, upon the reception of the Registration Request with SUCI, initiates the primary authentication with the UE. 
3.  The initial AMF sends the NAS Security Mode Command (SMC) to the UE. The UE replies with NAS Security Mode Complete message containing a complete RR message.

4. The initial AMF decides to reroute the RR to the Target AMF.
5. The initial AMF reroutes the Registration Request to the target AMF, via (R)AN. 
6. The Target AMF initiates the primary authentication. The Target AMF fetches RAND, AUTN and other parameters from the AUSF.  

7. The Target AMF sends Authentication Request message to UE. As the Target AMF possesses no NAS security context of the UE, Authentication Request message is sent unprotected. 

The UE, upon the reception of the unprotected Authentication Request message, will discard it. This is because UE has NAS security activated, and hence the UE will discard the Authentication Request message.

Eventually the registration will fails after timeout. Later even if the UE tries registering again, the above procedure still applies and registration will never be successful, hence the UE is denied service.

Figure Z.Y.2-2 depicts the registration failure in idle mobility registration. 

The registration failure in the registration with a GUTI is depicted in Figure Z.Y1.2-2. 
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Figure Z.Y1.2-2: Registration with GUTI. 

1. The UE sends an integrity protected the Registration Request (RR) message with a 5G-GUTI. 

2. This step is skipped if no connectivity between the initial and old AMF. Otherwise, the initial AMF based on the received 5G-GUTI, fetches the UE context from the old AMF. 

3. The initial AMF chooses to perform a primary authentication run based on local policy or the retrieval of UE context is not successful. 

4. The initial AMF may initiate the Security Mode Control procedure with the UE. 
5. The initial AMF decides that NAS reroute via (R)AN is needed.   

6. This step is skipped if there’s no step 2. Otherwise, the initial AMF notifies the old AMF that the registration of UE at the initial AMF fails. The old AMF then acts as if the UE context request has never been received in Step 2. The NAS security context including the NAS counts and keys change back to the values before Step 2. 

7. The initial AMF reroutes the RR to the target AM via (R)AN. 

8. If the target and old AMF have connectivity, the target AMF fetches the UE context from the old AMF. If the target and old AMF have no connectivity. 

9. Target AMF sends a NAS message to the UE. 

There are 8 registration failure cases described below that can happen in the above procedure. In what follows, we use the following notations:

· Kamf : the AMF key that was established between the UE and the old AMF

· Kamf’: the key generated by performing the horizontal key derivation based on Kamf

· Kamf ” : the key generated by performing the horizontal key derivation based on Kamf’

· Kamf_new: the AMF key generated from an authentication run. 

In the registration failure Case 1, 2, and 3 below, the old AMF have derived and sent Kamf’ to the initial AMF in step 2; The initial AMF have decided to use Kamf’ and then have sent the Security Mode Command, with an indication requesting the complete registration request message, to the UE. After step 4, the UE and the initial AMF have established and activated the NAS security context containing Kamf’.

Case 1:  In step 8, the target AMF receives Kamf from the old AMF, and the target AMF decides to use Kamf. The target AMF will protect the subsequent outgoing NAS message based on Kamf.  When the UE receives the NAS message, the integrity check will fail, as UE uses Kamf’, while the target AMF uses Kamf. Hence, the registration will fail. 

Case 2: In step 8, the target AMF receives Kamf’ and keyAMFHDerivation indicator from the old AMF, and the target AMF decides to use Kamf’. Then the target AMF sends a SMC, integrity protected based on Kamf’, to the UE. The SMC contains K_AMF_change_flag. The UE, upon receiving the SMC with K_AMF_change_flag, performs horizontal key derivation based on Kamf’ and obtains Kamf ”. Then the UE verifies the integrity of the SMC, based on Kamf ”. The verification will fail, as the SMC is integrity protected based on Kamf’. Hence the registration will fail. 

Case 3: The target AMF decides not to use the keys received from the old AMF in Step 8, but performs an authentication run in step 9, and sends Authentication Request unprotected to the UE. The UE, however, will discard the Authentication Request. 

In the registration failure Case 4, 5, and 6 below, the initial AMF performs an authentication run in Step 3. NAS Security Mode Control procedure has been initiated by the initial AMF to activate the new NAS security context. After step 4, the UE and the initial AMF have established and activated the new NAS security context containing Kamf_new.

Case 4:  In step 8, the target AMF receives Kamf from the old AMF, and the target AMF decides to use Kamf. The target AMF will protect the subsequent outgoing NAS message based on Kamf.  When the UE receives the NAS message, the integrity check will fail, as UE uses Kamf_new, while the Target AMF uses Kamf. Hence, the registration will fail. 

Case 5: In step 8, the target AMF receives Kamf’ and keyAMFHDerivation indicator from the old AMF, and the target AMF decides to use Kamf’. Then the target AMF sends a SMC, integrity protected based on Kamf’, to the UE. The verification of SMC will fail at the UE, as the SMC is integrity protected based on Kamf’, but UE uses Kamf_new. 

Case 6: The target AMF performs an authentication run and sends Authentication Request unprotected to the UE in step 9. The UE, however, will discard the Authentication Request, because the UE already has NAS security activated and will discard unprotected NAS messages. 

In the registration failure case 7 and 8 below, the old AMF returns Kamf to the initial AMF in step 2; the initial AMF decides to use Kamf, meanwhile the initial AMF selects different security algorithm than that selected by the old AMF. Then the initial AMF initiates Security Mode Control procedure (Step 4) with the UE to update the security algorithm to be used. After Step 4, the UE and The initial AMF has established and activated the NAS security context containing Kamf and the new selected security algorithm. The Security Mode Control procedure also updates the NAS counts. 

Case 7: In Step 8 the target AMF receives Kamf from the old AMF. The target AMF decides to use Kamf and protect the subsequent outgoing NAS message based on Kamf. When receiving the NAS message, the UE discards the NAS message, because the DL NAS count in the NAS message is not acceptable by the UE. The UE considers this NAS message as a replay message.
Case 8: The target AMF performs an authentication run in step 9 and sends the Authentication Request unprotected to the UE. The UE will discard the Authentication message.
****END OF 2nd CHANGE ***
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