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5.1	AKMA key hierarchy
The key hierarchy (see Figure 5.1-1) includes the following keys: KAUSF, KAKMA, KAF. KAUSF is generated by AUSF as specified in clause 6 of TS 33.501 [2]. 
Keys for AAnF:
-	KAKMA is a key derived by ME and AUSF from KAUSF.
- 	The ME shall store KAKMA in the USIM if the USIM supports the AKMA keys storage. If the USIM does not support the AKMA keys storage, then the ME shall store the AKMA keys in the ME non-volatile memory.
Keys for AF:
-	KAF is a key derived by ME and AAnF from KAKMA. 
- 	The ME shall store KAF on the USIM if the USIM supports the AKMA keys storage. If the USIM does not support the AKMA keys storage, then the ME shall store the AKMA keys in the ME non-volatile memory.
KAKMA and KAF are derived according to the procedures of clauses 6.1 and 6.2. 


Figure 5.1-1: AKMA Key Hierarchy derivation

image1.emf
AF

AAnF

ME

K

AUSF

HPLMN

AUSF

K

AF

K

AKMA

ME

ME

Successful 5G Primary Authentication 

as specified in TS 33.501 [2]


Microsoft_Visio_Drawing11111.vsdx
AF
AAnF
ME
KAUSF
HPLMN
AUSF
KAF
KAKMA
ME
ME
Successful 5G Primary Authentication as specified in TS 33.501 [2]



