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1 Decision/action requested 
This contribution proposes an update on current key issue #2 for TR 33.857
2 References
[1]

S3-202989
“Discussion for Provisioning of Credentials”

3 Rational
According to proposal 1 in discussion paper S3-202989 “Discussion for Provisioning of Credentials”, update on key issue for provisioning of SNPN credential is proposed.
4 Detailed proposal
*************** Start of 1st Change ****************
5.2
Key Issue #2 Provisioning of Credentials

5.2.1
Key issue details

This Key Issue aims at addressing security implications introduced in solutions related to Key Issue #4 in TR 23.700-07 [3]. 

The objective of Key Issue #4 in TR 23.700-07 [3] is twofold, UE onboarding and then remote provisioning of credentials for SNPN and PNI-NPN. Excluding remote provisioning of USIM credentials required for 5G-AKA or EAP-AKA’ onto the (e)UICC, as specified and supported by the GSMA Remote Provisioning framework This Key Issue aims at studying the corresponding security implications related to the provisioning. 
The UE can perform the onboarding procedure on onboarding network, and then the UE may be remotely provisioned with the  credentials by a Provisioning Server (PS). Trust relationship between the PS and the credential owners (e.g., if they are different, does the credentials need to be protected from PS owner?) should be considered.
Designing completely new protocols is not in scope of this key issue.

5.2.2
Security threats

An unauthorized UE may be able to access PS for maliciously requiring remote provisioning service.

An unauthorized PS may be able to provide wrong remote provisioning service to the UE.
Unprotected provisioning of  credentials may cause the credentials to be obtained or manipulated. 

5.2.3
Potential security requirements


The UE and the PS should be authorized for remote provisioning.
Credentials shall be confidentiality protected, integrity protected, and replay protected during remote provisioning.
*************** End of 1st Change ****************
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