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1
Decision/action requested

This contribution proposes to update KI for IAB TR 33.824.
2
References

[1]
3GPP TS 38.331: " Radio Resource Control (RRC) protocol specification".
[2]
[Post111-e][903][eIAB] Topology adaptation enhancements RAN2 scope
3
Rationale

In R16, BH RLF indication is already defined in RAN group. One example in TS 38.331 is showing as follows.
“if connected as an IAB-node, upon BH RLF indication received on BAP entity from the MCG; or…”
In R17, enhancement on RLF notifications is also under discussion in RAN groups. New types of RLF indication and messages may be introduced. For example, an RLF detection notification is sent by IAB-node to child IAB nodes upon it discovers BH RLF, in order to help child IAB node prepare for recovery, e.g. early measurement, re-routing in time, etc. The related discussion can be found in the proposed contributions such as R2-2006626, R2-2006948, R2-2006967, R2-2007165, R2-2007773, R2-2007864, R2-2008025, R2-2008026…
For these reasons, the exsiting “Editor's Note: Reference for the recovery messages is ffs.” and “Editor's Note: Communication between the IAB-nodes needs confirmation from RAN working groups.” are not applicable. It’s proposed to remove these ENs. 
4
Detailed proposal

It is proposed to approve the following changes in IAB TR.

***
BEGIN OF 1st CHANGE
***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[XX]
 3GPP TS 38.331: " Radio Resource Control (RRC) protocol specification".
***
END OF 1st CHANGE
***

***
BEGIN OF 2nd CHANGE
***
5.2.3
Key Issue #2.3: Protection of recovery from backhaul-RLF 

5.2.3.1
Key issue details

Regarding the work split in clause 4.2, this key issue belongs to the group #(B) illustrated in Figure 4.2-1, i.e., security of backhaul-link between child-node and parent-node.

TR 38.874 [2] discusses recovery from backhaul-RLF in clauses 9.7.12 to 9.7.15. One possible option described in clause 9.7.14 is

"- Option 2: The IAB-node DU explicitly alerts child IAB-nodes about the upstream RLF. Child IAB-nodes receiving this alert can forward the alert further downstream. Each IAB-node receiving such alert initiates BH-RLF recovery as discussed above."

A simplified illustration of backhaul-RLF recovery is shown in Figure 5.2.3.1-1. The RLF occurs between the IAB-donor and the IAB-node#1. This causes backhaul connectivity loss for the parent-node IAB-node#1. This also causes upstream backhaul connectivity loss for child-nodes IAB-node#2 and IAB-node#n. For the sake of example, the parent IAB-node#1 cannot recover the backhaul-link via the IAB-node#3 because of a big mountain between them. Therefore, the parent IAB-node#1 informs the child IAB-node#2 about the upstream backhaul connectivity loss so that the child IAB-node#2 can itself seek means to recover. The child IAB-node#2 identifies that the Path1 is lost. Therefore, it recovers using Path2 via the IAB-node#3.
[image: image1.emf]Backhaul-RLF recovery
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Figure 5.2.3.1-1: A simplified illustration of backhaul-RLF recovery
This backhaul-RLF recovery is likely achieved by some form of control message between the parent-node and the child-node via a new adaptation layer called the BAP (Backhaul Adaptation Protocol), or via lower layer mechanism like MAC control element.
Even though this backhaul-RLF recovery is a rare event, it is very crucial to protect any form of control messages between the parent-node and the child-node. This is explained further in the threats below.

Editor's Note: Reference for the recovery messages is ffs.

Editor's Note: Communication between the IAB-nodes needs confirmation from RAN working groups.

Note: This key issue is updated by the Key issue#2.X.
5.2.3.2
Security threats

A parent-node is responsible for multiple child-nodes and ultimately to multiple UEs being served via the IAB system. If the control message from the parent-node to the child-node is not protected, then over-the-air attacker could potentially trigger backhaul-RLF recovery on the child-node. It could mean abrupt loss of connection for large number of UEs, short- or long-term degradation in throughput or speed, and loss of operator's reputation, among other things.

Editor's Note: Additional threat parameters to be checked.

5.2.3.3
Potential security requirements

TBD
***
END OF 2nd CHANGE
***
***
BEGIN OF 3rd CHANGE
***
5.2.X
Key Issue #2.X: Protection of recovery from backhaul-RLF 

5.2.3.1
Key issue details

Regarding the work split in clause 4.2, this key issue belongs to the group #(B) illustrated in Figure 4.2-1, i.e., security of backhaul-link between child-node and parent-node.

TR 38.874 [2] discusses recovery from backhaul-RLF in clauses 9.7.12 to 9.7.15. One possible option described in clause 9.7.14 is

"- Option 2: The IAB-node DU explicitly alerts child IAB-nodes about the upstream RLF. Child IAB-nodes receiving this alert can forward the alert further downstream. Each IAB-node receiving such alert initiates BH-RLF recovery as discussed above."

A simplified illustration of backhaul-RLF recovery is shown in Figure 5.2.3.1-1. The RLF occurs between the IAB-donor and the IAB-node#1. This causes backhaul connectivity loss for the parent-node IAB-node#1. This also causes upstream backhaul connectivity loss for child-nodes IAB-node#2 and IAB-node#n. For the sake of example, the parent IAB-node#1 cannot recover the backhaul-link via the IAB-node#3 because of a big mountain between them. Therefore, the parent IAB-node#1 informs the child IAB-node#2 about the upstream backhaul connectivity loss so that the child IAB-node#2 can itself seek means to recover. The child IAB-node#2 identifies that the Path1 is lost. Therefore, it recovers using Path2 via the IAB-node#3.
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Figure 5.2.3.1-1: A simplified illustration of backhaul-RLF recovery
This backhaul-RLF recovery is likely achieved by some form of control message between the parent-node and the child-node via a new adaptation layer called the BAP (Backhaul Adaptation Protocol) ), see TS 38.331 [xx].
Even though this backhaul-RLF recovery is a rare event, it is very crucial to protect any form of control messages between the parent-node and the child-node. This is explained further in the threats below.
5.2.3.2
Security threats

A parent-node is responsible for multiple child-nodes and ultimately to multiple UEs being served via the IAB system. If the control message from the parent-node to the child-node is not protected, then over-the-air attacker could tamper the BAP message or replay of the RLF indication to the child-node, which potentially triggers backhaul-RLF recovery on the child-node. It could mean abrupt loss of connection for large number of UEs, short- or long-term degradation in throughput or speed, and loss of operator's reputation, among other things. RLF indication is one of the threat parameters in BAP layer.
Editor's Note: Additional threat parameters to be checked.

5.2.3.3
Potential security requirements

TBD
***
END OF 3rd CHANGE
***


