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******* START of second Change ******
[bookmark: _Toc19634642][bookmark: _Toc26875702][bookmark: _Toc35528453][bookmark: _Toc35533214][bookmark: _Toc45028557][bookmark: _Toc45274222][bookmark: _Toc45274809][bookmark: _Toc51168066]6.3	Security contexts
[bookmark: _Toc19634643][bookmark: _Toc26875703][bookmark: _Toc35528454][bookmark: _Toc35533215][bookmark: _Toc45028558][bookmark: _Toc45274223][bookmark: _Toc45274810][bookmark: _Toc51168067]6.3.1	Distribution of security contexts 
[bookmark: _Toc19634644][bookmark: _Toc26875704][bookmark: _Toc35528455][bookmark: _Toc35533216][bookmark: _Toc45028559][bookmark: _Toc45274224][bookmark: _Toc45274811][bookmark: _Toc51168068]6.3.1.1	General
The present clause focuses on the security contexts themselves; the handling of security contexts in mobility procedures is described in  clause 6.9. 
[bookmark: _Toc19634645][bookmark: _Toc26875705][bookmark: _Toc35528456][bookmark: _Toc35533217][bookmark: _Toc45028560][bookmark: _Toc45274225][bookmark: _Toc45274812][bookmark: _Toc51168069]6.3.1.2	Distribution of subscriber identities and security data within one 5G serving network domain
The transmission of the following subscriber identities and security data is permitted between 5G core network entities of the same serving network domain: 
-	SUPI in the clear
-	5G security contexts, as described in clause 6.9
A 5G authentication vector shall not be transmitted between SEAFs. 
Once the subscriber identities and security data have been transmitted from an old to a new network entity the old network entity shall delete the data. 
[bookmark: _Toc19634646][bookmark: _Toc26875706][bookmark: _Toc35528457][bookmark: _Toc35533218][bookmark: _Toc45028561][bookmark: _Toc45274226][bookmark: _Toc45274813][bookmark: _Toc51168070]6.3.1.3	Distribution of subscriber identities and security data between 5G serving network domains
The transmission of the following subscriber identities and security data is permitted between 5G core network entities of different serving network domains: 
-	SUPI in the clear
-	5G security contexts, as described in clause 6.9, if the security policy of the transmitting 5G serving network domain allows this. 
A 5G authentication vector or non-current 5G security contexts shall not be transmitted to a different 5G serving network domain.
[bookmark: _Toc19634647][bookmark: _Toc26875707][bookmark: _Toc35528458][bookmark: _Toc35533219][bookmark: _Toc45028562][bookmark: _Toc45274227][bookmark: _Toc45274814][bookmark: _Toc51168071]6.3.1.4	Distribution of subscriber identities and security data between 5G and EPS serving network domains
NOTE 1: 	No direct interworking between 5G networks and network of generations prior to EPS are foreseen. Therefore, only the interaction between 5G and EPS serving network domains is addressed here. 
The transmission of the SUPI in the clear is permitted between 5G and EPS core network entities if it has the form of an IMSI.
The transmission of any unmodified 5G security contexts to a EPS core network entity is not permitted. Details of security context transfer between EPS and 5G core network entities can be found in clause 8.
[bookmark: _Hlk514858439]The transmission of a 5G authentication vector to an EPS core network entity is not permitted. The transmission of any unused EPS authentication vectors to a 5G core network entity is not permitted. If SEAF receives any unused authentication vectors (e.g. in mobility scenarios from legacy MME) they shall be dropped without any processing.
NOTE 2: 	The rules above differ from the corresponding rules in 3GPP TS 33.401, clause 6.1.6: The latter allows forwarding of UMTS authentication vectors from an SGSN to an MME and back to the same SGSN under certain conditions. But this feature goes against a strict security separation of EPS and 5G domains. As its performance advantage is questionable it was not copied into 5G.
NOTE 3: 	Security context mapping between EPS and 5G serving networks is allowed, according to clause 8.
6.3.2	Multiple registrations in same or different serving networks 
6.3.2.0	General 
There are two cases where the UE can be multiple registered in different PLMN's serving networks or in the same PLMN's serving networks. The first case is when the UE is registered in one PLMN serving network over a certain type of access (e.g. 3GPP) and is registered to another PLMN serving network over the other type of access (e.g. non-3GPP). The second case is where the UE is registered in the same AMF in the same PLMN serving network over both 3GPP and non-3GPP accesses. The UE will establish two NAS connections with the network in both cases. 
NOTE: 	The UE uses the same subscription credential(s) for multiple registrations in the same or different serving networks.
6.3.2.1	Multiple registrations in different PLMNs
The UE shall independently maintain and use two different 5G security contexts, one per PLMN's serving network. . Each security context shall be established separately via a successful primary authentication procedure with the Home PLMN.
The ME shall store the two different 5G security contexts on the USIM if the USIM supports the 5G parameters storage. If the USIM does not support the 5G parameters storage, then the ME shall store the two different 5G security contexts in the ME non-volatile memory. Both of the two different 5G security contexts are current 5G security context.
6.3.2.2	Multiple registrations in the same PLMN
[bookmark: _Toc19634652][bookmark: _Toc26875712][bookmark: _Toc35528463][bookmark: _Toc35533224][bookmark: _Toc45028567][bookmark: _Toc45274232][bookmark: _Toc45274819][bookmark: _Toc51168076][bookmark: _Hlk38962767]When the UE is registered in the same AMF in the same PLMN serving network over both 3GPP and non-3GPP accesses, the UE shall establish two NAS connections with the network. Upon receiving the registration request message, the AMF should check whether the UE is authenticated by the network. The AMF may decide to skip a new authentication run in case there is an available 5G security context for this UE by means of 5G-GUTI, e.g. when the UE successfully registered to 3GPP access., Iif the UE registers to the same AMF via non-3GPP access, the AMF can decide not to run a new authentication if it has an available security context to use. In this case, the UE shall directly take into use the available common 5G NAS security context and use it to protect the registration over the non-3GPP access. If there are stored NAS counts for the non-3GPP access for the PLMN in the UE, then the stored NAS counts for the non-3GPP access for the PLMN shall also be used to protect the registration over the non-3GPP access. Otherwise, iIf the common 5G NAS security context is taken into use for the first time (partial) over non-3GPP access, then the UL NAS COUNT value and DL NAS COUNT value for the non-3GPP access needs to be set to zero by the UE before the UE is taking the 5G NAS security context into use over non 3GPP access. The AMF and the UE shall establish a common NAS security context consisting of a single set of NAS keys and algorithm at the time of first registration over any access. The AMF and the UE shall also storeinclude parameters specific to each NAS connection in the common NAS security context including two setspairs of NAS COUNTs for each access (i.e. 3GPP access and non-3GPP access). The connection specific parameters are specified in clause 6.4.2.2 of the present document. 
6.4	NAS security mechanisms
[bookmark: _Toc19634653][bookmark: _Toc26875713][bookmark: _Toc35528464][bookmark: _Toc35533225][bookmark: _Toc45028568][bookmark: _Toc45274233][bookmark: _Toc45274820][bookmark: _Toc51168077]6.4.1	General
This sub-clause describes the security mechanisms for the protection of NAS signalling and data between the UE and the AMF over the N1 reference point. This protection involves both integrity and confidentiality protection. The security parameters for NAS protection are part of the 5G security context described in sub-clause 6.3 of the present document.
[bookmark: _Toc19634654][bookmark: _Toc26875714][bookmark: _Toc35528465][bookmark: _Toc35533226][bookmark: _Toc45028569][bookmark: _Toc45274234][bookmark: _Toc45274821][bookmark: _Toc51168078]6.4.2	Security for multiple NAS connections
[bookmark: _Toc19634655][bookmark: _Toc26875715][bookmark: _Toc35528466][bookmark: _Toc35533227][bookmark: _Toc45028570][bookmark: _Toc45274235][bookmark: _Toc45274822][bookmark: _Toc51168079]6.4.2.1	Multiple active NAS connections with different PLMNs 
TS 23.501 [2] has a scenario when the UE is registered to a VPLMN's serving network via 3GPP access and to another VPLMN's or HPLMN's serving network via non-3GPP access at the same time. When the UE is registered in one PLMN's serving network over a certain type of access (e.g. 3GPP) and is registered to another PLMN's serving network over another type of access (e.g. non-3GPP), then the UE has two active NAS connections with different AMF's in different PLMNs. As described in clause 6.3.2.1, the UE shall independently maintain and use two different 5G security contexts, one per PLMN serving network. The 5G security context maintained by the UE shall contain the full set of 5G parameters, including NAS context parameters for 3GPP and non-3GPP access types per PLMN. In case of connection to two different PLMNs, it is necessary to maintain a complete 5G NAS security context for each PLMNs independently, each with all associated parameters (such as two pairs of NAS COUNTs, i.e. one setpair for both 3GPP access and one setpair for non-3GPP access). In case of connection to two different PLMNs, it is necessary to store two complete security contexts for both PLMNs, each with all associated parameters (such as two pairs of NAS counts, i.e. for both 3GPP and non-3GPP context). The full set of 5G NAS parameters for both access types on the UE side and the AMF side per PLMN is shown in figure 6.4.2.1-1 below for clarity.
[bookmark: _GoBack][image: ]
Figure 6.4.2.1-1: Full set of 5G NAS parameters on UE side and AMF side for an example PLMN-X

Each security context shall be established separately via a successful primary authentication procedure with the Home PLMN. All the NAS and AS security mechanisms defined for single registration mode are applicable independently on each access using the corresponding 5G security context.
NOTE: 	The UE belongs to a single HPLMN.
[bookmark: _Toc19634656][bookmark: _Toc26875716][bookmark: _Toc35528467][bookmark: _Toc35533228][bookmark: _Toc45028571][bookmark: _Toc45274236][bookmark: _Toc45274823][bookmark: _Toc51168080]6.4.2.2	Multiple active NAS connections in the same PLMN's serving network
When the UE is registered in a serving network over two types of access (e.g. 3GPP and non-3GPP), then the UE has two active NAS connections with the same AMF. A common 5G NAS security context is created during the registration procedure over the first access type. 
In order to realize cryptographic separation and replay protection, the common NAS security-context shall have parameters specific to each NAS connection. The connection specific parameters include a pair of NAS COUNTs for uplink and downlink and unique NAS connection identifier. The value of the unique NAS connection identifier shall be set to "0x01" for 3GPP access and set to "0x02" for non-3GPP access. All other parameters as e.g. algorithm identifiers in the common NAS security context are common to multiple NAS connections.
In non-mobility cases, when the UE is simultaneously registered over both types of accesses, and if NAS key re-keying as described in clause 6.9.4.2 or if NAS key refresh as described in clause 6.9.4.3 takes place over one of the accesses (say access A):
1)	If the other access (access B) is in CM-CONNECTED state, then the new NAS security context shall only be activated over that access (access A). The UE and the AMF shall not change the NAS security context in use on the other access (say access B). In order to activate the new NAS security context over the other access (access B), the AMF shall trigger a NAS SMC run over that access either in the current running procedure or a subsequent NAS procedure. During the second NAS SMC run (on access B), the AMF shall include the same ngKSI associated with the new NAS security context and the same algorithm choices as for the first access. After a successful second NAS SMC procedure over the other access (access B), both the UE and the AMF shall delete the old NAS security context. 
2)	Whenever the AMF sends a NAS SMC over access (access A) and AMF considers the UE to not be in CM-CONNECTED state on the other access (access B), the AMF shall additionally activate (if not already in use on the other access) the security context that is actived on the other accesses. Similarly, whenever the UE receives a NAS SMC over the access (access A) and UE is not in CM-CONNECTED state on the other access (access B), the UE additionally activates (if not already in use on the the other access) the security context  on  the other access.
In case of 3GPP access mobility or interworking with EPS, the following procedures apply:
1)	If the UE is in CM-CONNECTED state on the non-3GPP access, then:
a)	if the AMF does not have the security context the UE is using on the non-3GPP access (e.g. KAMF change on 3GPP access when the AMF changes), then in order to activate the same NAS security context that is in use over the 3GPP access the AMF shall run a NAS SMC procedure on the non-3GPP access; or
b)	in the case of handover from EPS, then a mapped context will be in use on the 3GPP access and a different security context will be active on the non-3GPP access. To align the security contexts in use over both accesses, the AMF shall run a NAS SMC procedure over one access to take into use on that access the security context that is in use on the other access. In the case that a native security context is in use on the non-3GPP access, then the NAS SMC procedure shall be on the 3GPP access to take the native security context into use.
2)	Whenever the AMF sends a Registration Accept over the 3GPP access and AMF considers the UE to not be in CM-CONNECTED state on the non-3GPP access, the AMF shall activate (if not already in use on the non-3GPP access) the security context that is in use on the 3GPP access on the non-3GPP access. The AMF shall keep a native security context that was in use on non-3GPP access if the security context in use on the 3GPP access is a mapped security context. In order to take this native security context into use, the AMF shall run a NAS SMC procedure. 
Similarly, whenever the UE receives a Registration Accept over the 3GPP access and UE is not in CM-CONNECTED state on the non-3GPP access, the UE activates (if not already in use on the non-3GPP access) the security context that is in use on the 3GPP access on the non-3GPP access. The UE shall keep a native security context that was in use on non-3GPP access if the security context in use on the 3GPP access is a mapped security context. 
To recover from a failure to align the NAS security contexts due to a state  mis-match between AMF and UE, the AMF can align the security contexts in use on the 3GPP and non-3GPP access using the a NAS SMC procedure during a subsequent registration procedure (that was either initiated by the UE or sent in response to a Service Reject if the UE sends a Service Request).

**** END of  CHANGE ****
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