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1	Decision/action requested
Approve this contribution to add a solution in TR33.520
2	References
[1]	
3	Rationale
Defined in TS 23.502, N3IWF shall determine the number of IPsec Child SAs to establish and the QoS profiles associated with each IPsec Child SA. For example, the N3IWF may decide to establish one IPsec Child SA and associate all QoS profiles with this IPsec Child SA. In this case, all QoS Flows of the PDU Session would be transferred over one IPsec Child SA. Therefore when a N3IWF cannot create a new child SA for different QoS, the user data will be sent in a channel that lead to a downgrade user experience or upgrade experience.
4	Detailed proposal
pCR
***	BEGINNING OF CHANGES ***
[bookmark: _Toc35533735][bookmark: _Toc26887097][bookmark: _Toc19783313][bookmark: _Toc19783252][bookmark: _Toc26887036][bookmark: _Toc35533674][bookmark: _Toc54024153]Annex X (normative): 
Aspects specific to the network product class N3IWF
X.Y	No new created child SA
-	Threat name: Create a new child SA for a PDU session
-	Threat Category: Elevation of privilege.
-	Threat Description: If the N3IWF is configured to create a new child SA when a new QoS profiele is received, the N3IWF shall create a new child SA based on local policy. For example, if when a new QoS profiles received which meets the condition inside a N3IWF, but the N3IWF does not creat a new Child SA, the data of this PDU session maybe downgrade or upgrade by using a different QoS Channel.
[bookmark: _GoBack]NOTE: whether this threat will happen depends on the configuration or capability at a N3IWF depends on different vendors. Because different vendors may design different kinds of N3IWF product, i.e. some vendor’s N3IWF may use only one child SA to carry all messages even if they are using different QoS profile, and some vendor’s N3IWF may create a new child SA to a different QoS profile based on local policy.
-	Threatened Asset: Sufficient processing capacity. 

***END OF CHANGES***
