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1
Decision/action requested

It is requested to approve the key issue on key isolation in the scenario of disaggregated gNB.
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S3-200945 Study on security aspects of the disaggregated gNB Architecture
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Rationale
In the scenario of CU-CP/UP split, different CU-UP may be managed by the operator or the third party. They may deploy different security policies for business traffic requirements. It shall be possible for different gNB-CU-UPs to use different keys for user plane protection. This contribution introduces a key issue focussing on key isolation in the scenario of disaggregated gNB.
4
Detailed proposal
*** START of CHANGE ***
X.X
Key Issue #X: Key isolation
X.X.1 Issue details
In current TS 33.501, different CU-UPs within one logical gNB use the same key to protect user plane traffic. While in Rel-16, a UE may connect to multiple gNB-CU-UPs which are managed by different authorities. There will be different requirements and security policies for these authorities, such as for different Qos flows, e.g., a gNB-CU-UP is deployed for normal use in public network and while another gNB-CU-UP is deployed in industry vertical network for carrying sensitive data related to the user. In order to protect business data and user privacy, different key may be used for these two gNB-CU-UPs. If different gNB-CU-UPs use the same key, it may lead to threat spreads as key leakage in one CU-UP, and then other adjacent CU-UPs may be also susceptible to such security risks.
X.X.2 Security Threats
If all the CU-UPs use same key for user plane protection, once this key is leaked, attacker may use the common key to get access to sensitive data transferred industry vertical network.

X.X.3 Potential security requirements
It shall be possible for different gNB-CU-UPs to use different keys for user plane protection.
*** END of CHANGE ***
