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[bookmark: _Toc35533523][bookmark: _Toc26886887][bookmark: _Toc19783103][bookmark: _Toc19783252][bookmark: _Toc26887036][bookmark: _Toc35533674]*************** Change 1***************
2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 33.916: "Security Assurance Methodology for 3GPP network products classes".
[3]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[4]	3GPP TR 33.821: "Rationale and track of security decisions in Long Term Evolution (LTE) RAN/3GPP System Architecture Evolution (SAE)".
[5]	3GPP TS 33.116: "Security Assurance Specification for MME network product class".
[6]	3GPP TS 33.511: "5G Security Assurance Specification (SCAS); NR Node B (gNB)"
[7]	3GPP TS 38.300 v15: "NR; NR and NR-RAN Overall Description; Stage 2".
[8]	3GPP TS 23.501 v15: "System Architecture for 5G System; Stage 2".
[9]	3GPP TS 38.323 v15: "NR; Packet Data Convergence Protocol (PDCP) specification".
[10]	3GPP TS 38.322 v15:	"NR; Radio Link Control (RLC) protocol specification". 
[11]	3GPP TS 33.250: "Security assurance specification for the PGW network product class".
[12]	3GPP TS 33.516: "5G Security Assurance Specification (SCAS) for the AUSF network product class".
[13]	3GPP TS 33.517: "5G Security Assurance Specification (SCAS) for the Security Edge Protection Proxy (SEPP) network product class".
[14]	3GPP TS 33.501 Release 15: "Security architecture and procedures for 5G system".
[15]	3GPP TS 33.518: "5G Security Assurance Specification (SCAS) for the Network Repository Function (NRF) network product class".
[16]	3GPP TS 33.519: "5G Security Assurance Specification (SCAS) for the Network Exposure Function (NEF) network product class".
[17]	3GPP TS 33.117: "Catalogue of general security assurance requirements".
[18]	3GPP TS 33.513: "5G Security Assurance Specification (SCAS); User Plane Function (UPF)".
[19]	3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN);Overall description;Stage 2."
[20]	3GPP TS 33.216: "Security Assurance Specification (SCAS) for the evolved Node B (eNB) network product class."
[21]	3GPP TS 33.514: "5G Security Assurance Specification (SCAS) for the Unified Data Management (UDM) network product class".
[22]	3GPP TS 33.512: "5G Security Assurance Specification (SCAS); Access and Mobility management Function (AMF)".
[xx]	3GPP TS 33.501: "Security architecture and procedures for 5G system" (Release 16).
************* End of Change 1************


************* Change 2************


[bookmark: _Toc35533600][bookmark: _Toc26886964][bookmark: _Toc19783180]6.2	Generic critical assets 
The generic critical assets of NF to be protected are:
-	NF Application.
-	NF API data (e.g. API message IEs, access tokens, client credentials assertions).
Editor's Note: A formulation for indicating the applicable release for the critical assets is needed.
-	The interfaces of NF to be protected and which are within SECAM scope: 
-	Service Based Interfaces.


6.3.x	Threats related to authentication for indirect communication
[bookmark: _Toc35533607][bookmark: _Toc26886971][bookmark: _Toc19783187]6.3.x.1	Incorrect validation of client credentials assertion
-	Threat name: Incorrect Validation of Client Credentials Assertion. 
-	Threat category: Spoofing Identity, Information Disclosure, Denial of Service, Elevation of Privilege.
-	Threat Description: for indirect communication where NF service consumer and NRF/NF service producer cannot mutually authenticate each other, the authentication of NF service consumer towards NRF/NF service producer can only implicitly rely on authentication between NF service consumer and SCP and between SCP and NRF/NF service producer with hop-by-hop security protection. An additional authentication for indirect communication is using client credentials assertions signed by NF service consumer and validated by NRF/NF service producer, as defined in TS 33.501 [xx] clause 13.3.8. Client credentials assertions are sent end-to-end from NF service consumer to NRF/NF service producer via one or several SCPs. There are following threats if the generic NF (including all typers of NF service producer, NRF) receiving the assertion cannot correctly validate it:
-	If the NF could not verify the integrity of the assertion, an attacker can deceive the NF by tampering the instance ID of the consumer NF, audience claim, timestamp and expiration time in the client credentials assertion. This can lead to spoofing identity, information disclosure, denial of service, elevation of privilege.
-	If the NF could successfully verify the integrity of the client credentials assertion but could not verify the audience claim in the assertion, an attacker can deceive the NF with an assertion detined for another NF type intercepted from the consumer NF. This can lead to spoofing identity, information disclosure, elevation of privilege.
-	If the NF could successfully verify the integrity and audience claim of the client credentials assertion but could not verify the expiration time (exp) in the assertion, it can be replayed by an attack, who can abuse the use of assertion for authentication out of its lifetime. This can lead to spoofing identity, information disclosure.
-	Threatened Asset: NF API data, NF Application, Sufficient processing capacity.
************* End of Change 2************

************* Change 3************
D.2.2.X	State translation from inactive state to connected state
-	Threat name: State transition from inactive state to connected state
-	Threat Category: Denial of Service.
-	Threat Description: When state transits from inactive state to the connected state, if the gNB does not reactivate/activate the UP security based on UP activation status included in the UE 5G AS security context, the UP activation status between the gNB and the UE may be different. This will cause the misalignment on UP activation status, and result in the UE has to reconnect to the Network again which wastes resource both at UE and gNB.
-	Threatened Asset: Sufficient Processing Capability. 
************* End of Change 3************

************* Change 4************
K.2.X	NAS based redirection from 5GS to EPS in 5G CIoT
-	Threat name: NAS based redirection from 5GS to EPS
-	Threat Category: Denial of Service, Information disclosure.
-	Threat Description: In NAS based redirection from 5GS to EPS in 5G CIoT ,  , when a UE initiates registration procedure with the AMF, the AMF may redirect the UE from 5GC to EPC with a Registration Reject message sent to the UE, and if the Registration Reject message with an EMM cause which indicates to the UE that the UE shall not use 5GC is not protected, the attacker can modify the cause and the UE will try to connect to the EPS. This will lead to a bidding down attack to the UE.
-	Threatened Asset: Sufficient Processing Capability, N1 interface, Mobility Management data . 

************* End of Change ************
