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[bookmark: _Toc482970147][bookmark: _Toc467658313][bookmark: _Toc492977751]*************** Start of the 1st Change ****************
[bookmark: _Toc19783103][bookmark: _Toc26886887][bookmark: _Toc35533523][bookmark: _Toc19783270][bookmark: _Toc26887054][bookmark: _Toc35533692][bookmark: _Hlk7361520]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 33.916: "Security Assurance Methodology for 3GPP network products classes".
[3]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[4]	3GPP TR 33.821: "Rationale and track of security decisions in Long Term Evolution (LTE) RAN/3GPP System Architecture Evolution (SAE)".
[5]	3GPP TS 33.116: "Security Assurance Specification for MME network product class".
[6]	3GPP TS 33.511: "5G Security Assurance Specification (SCAS); NR Node B (gNB)"
[7]	3GPP TS 38.300 v15: "NR; NR and NR-RAN Overall Description; Stage 2".
[8]	3GPP TS 23.501 v15: "System Architecture for 5G System; Stage 2".
[9]	3GPP TS 38.323 v15: "NR; Packet Data Convergence Protocol (PDCP) specification".
[10]	3GPP TS 38.322 v15:	"NR; Radio Link Control (RLC) protocol specification". 
[11]	3GPP TS 33.250: "Security assurance specification for the PGW network product class".
[12]	3GPP TS 33.516: "5G Security Assurance Specification (SCAS) for the AUSF network product class".
[13]	3GPP TS 33.517: "5G Security Assurance Specification (SCAS) for the Security Edge Protection Proxy (SEPP) network product class".
[14]	3GPP TS 33.501 Release 15: "Security architecture and procedures for 5G system".
[15]	3GPP TS 33.518: "5G Security Assurance Specification (SCAS) for the Network Repository Function (NRF) network product class".
[16]	3GPP TS 33.519: "5G Security Assurance Specification (SCAS) for the Network Exposure Function (NEF) network product class".
[17]	3GPP TS 33.117: "Catalogue of general security assurance requirements".
[18]	3GPP TS 33.513: "5G Security Assurance Specification (SCAS); User Plane Function (UPF)".
[19]	3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN);Overall description;Stage 2."
[20]	3GPP TS 33.216: "Security Assurance Specification (SCAS) for the evolved Node B (eNB) network product class."
[21]	3GPP TS 33.514: "5G Security Assurance Specification (SCAS) for the Unified Data Management (UDM) network product class".
[22]	3GPP TS 33.512: "5G Security Assurance Specification (SCAS); Access and Mobility management Function (AMF)".
[x]	3GPP TS 33.522: "5G Security Assurance Specification (SCAS); Service Communication Proxy (SCP) ".
[y]	3GPP TS 23.501: "System Architecture for 5G System; Stage 2" (Release 16).

*************** Start of the 2nd Change ****************
Annex X (normative): 
Aspects specific to the network product class SCP
[bookmark: _Toc19783271][bookmark: _Toc26887055][bookmark: _Toc35533693]X.1	Network product class description for the SCP
[bookmark: _Toc19783272][bookmark: _Toc26887056][bookmark: _Toc35533694]X.1.1	Introduction
This annex captures the aspects specific to network product class SCP.
[bookmark: _Toc19783273][bookmark: _Toc26887057][bookmark: _Toc35533695]X.1.2	Minimum set of functions defining the SCP network product class
According to TR 33.916 [2], a network product class is a class of products that all implement a common set of 3GPP-defined functionalities. Therefore, in order to define the SCP network product class, it is necessary to define the common set of 3GPP-defined functionalities that is constitutive for a SCP. As part of the SCP network product, it is expected that the SCP contains SCP application, a set of running processes (typically more than one) executing the software package for the SCP functions and OAM functions that is specific to the SCP network product model. Functionalities specific to the SCP network product introduce additional threats and/or critical assets as described below. Related security requirements and test cases have been captured in TS 33.522 [x]. 
Note: For the purposes of the present document, this common set is defined to be the list of functions contained in clause 6.2.19 of 3GPP TS 23.501 [y]. 
[bookmark: _Toc19783274][bookmark: _Toc26887058][bookmark: _Toc35533696]X.2	Assets and threats specific to the SCP
[bookmark: _Toc19783275][bookmark: _Toc26887059][bookmark: _Toc35533697]X.2.1	Critical assets
In addition to the critical assets of a GNP described in clause 5.2 of the present document, the critical assets specific to the SCP to be protected are:
-	SCP Application;
-	Service Messages forwarded/routed between NFs/NF services;
-	Security data attached to service requests (e.g. Access Tokens, client credentials assertions);
[bookmark: _Hlk46497858]-	Data related to routing, selection, discovery (e.g. Routing and selection policies, Routing Binding Indication, Discovery and selection parameters (for communication model D));

[bookmark: _Hlk46497871]
-	The interfaces of the SCP to be protected and which are within SECAM scope:
-	Interfaces between the SCP and NFs
-	Interfaces between the SCPs
-	Internal interfaces of the SCP in a distributed model
-	Console interface, for local access: local interface on the SCP.
-	OAM interface, for remote access: interface between the SCP and OAM system.
NOTE 1: 	The detailed interfaces of the SCP network product class are described in clause 4.3.6 of the present document.
-	SCP Software: binary code or executable code 
NOTE 2: 	SCP files may be any file owned by a user (root user as well as non-root users), including user account data and credentials, log data, configuration data, OS files, SCP application, access tokens, client credentials assertions, routing and selection policies, or SCP Software.
*************** End of the Changes ****************

