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1
Decision/action requested

This contribution proposes key issue on User's consent for exposure of information to Edge Applications to be captured in TR 33.839
2
Rationale

This contribution proposes the potential key issue and security requirements on user's consent for exposure of information to Edge Applications by the Edge Enabler Server. 
Request SA3 to capture the proposed key issue and the corresponding requirements, so that study is carried out on how to obtain the User consent to expose the UE information to Edge Applications.

4
Detailed pCR proposal

*********************Start of Changes***************************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[xx]
3GPP TS 23.558: "Architecture for enabling Edge Applications (EA) ".

*********************Next Change***************************
A.B.X
Key Issue #Y.Z: User's consent for exposure of information to Edge Applications
A.B.X.1
Key issue details
EES exposes UE Identifier API to the EAS in order to provide an identifier uniquely identifying a UE. Further, the Edge Enabler Server exposes the UE location API to the Edge Application Server in order to support tracking or checking the valid location of the UE. In order to expose such user related private information to the Edge Application servers, consent from the user is needed.

EES capability exposure to EAS as defined in TS 23.558 [xx], mandates the end user's consent for reporting UE's information, particularly for UE Identifier API and UE location API. Following editor’s note is captured in the TS 23.558 [xx] for obtaining the user's consent: “Editor's note:
Whether and how user's consent is obtained to share the UE identifier with a particular EAS is SA3's responsibility.”
A.B.X.2
Security threats
Use of user’s information to identify and track the user or user’s behavior without the permission or knowledge of the user, poses huge threat to user’s privacy. 

A.B.X.3
Potential security requirements

· Edge Application Servers shall support a mechanism to obtain user's authorization, in order to access to and/or to expose the user's sensitive information (e.g. user's location).
· Editor’s Note: Procedure for obtaining user's consent needs to clarify “when” user’s consent is obtained, on “what” information it is obtained and provide details on “why” user’s consent is obtained (for what purposes the user consented information will be used).
· Editor’s Note: If SA3 agrees for a study item to study on a common architecture to obtain user's contest, then this Key Issue will be moved under that study item.
*********************End of Changes**************************

