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Attachments:
CR 0465r1 to TS 33.501 (S3-183685)
1. Overall Description:
SA3 thanks CT4 for the LS C4-204409/S3-202160 on Misalignments on HTTP message format over N32-f.
1A. Reply to the LS from CT4

In the LS, CT4 kindly asks SA3 group to indicate whether the current stage 3 protocol presents major security or robustness issues, and if not, to consider aligning TS 33.501 on TS 29.573 on JSON representation of a reformatted HTTP message.
SA3 sees security and robustness issues with the way that TS 29.573 implements references to encrypted values in the dataToIntProtectAndCipher object. 

There is a risk that the sending NF accidentally sends HTTP messages that interfere with the message rewriting at the sending SEPP. E.g., an NF could send an IE that has the plaintext value {“encBlockIndex”: 123}.  If this IE is not to be encrypted by the SEPP, then there will be a plaintext entry in the “dataToIntegrityProtect/clearTextEncapsulatedMsg” section that reads {“encBlockIndex”: 123}.  The receiving SEPP has no way of telling that this is actually plaintext and would try to replace it with the decrypted block at index 123 (which may not even exist).

This is not only a robustness issue but also a security issue, because future attacks could leverage the fact that the original message can interfere with the rewriting at the sending SEPP. Additionally, future attacks could use that the clear text part provides information about the encrypted part. 
Background information: The attached CR 0465r1 to TS 33.501 (S3-183685) was agreed at SA3#93 (Spokane, November 2018) as a correction after the completion of Rel-15 and approved at SA#82 (SP-181025). However, it seems resulting changes to TS 29.573 were never implemented. Consequently, TS 33.501 and TS 29.573 are not aligned regarding the changes in S3-183685.
SA3 is aware of that aligning TS 29.573 to TS 33.501 introduces non-backward compatible changes to existing frozen stage 3 specifications (Rel-15 and Rel-16), and thanks CT4 for pointing this out. However, since there are security and robustness issues with the version implemented in TS 29.573, SA3 kindly asks CT4 to align TS 29.573 to TS 33.501 regarding the JSON representation of the reformatted HTTP message as provided in S3-183685 (both in Rel-15 and Rel-16).
1B: Other related aspects
Basic validation rule for IPX modifications: Clause 13.2.3.4 of TS 33.501 contains the following basic validation rule for IPX provider modifications "IEs requiring encryption shall not be inserted at a different location in the JSON object." The reason for this requirement is that a potential response to such message could then reflect back the content of IE requiring encryption in a cleartext IE. It is the receiving SEPP that needs to ensure the requirement is followed. As implementations often mainly rely on stage-3 specifications, SA3 believes the requirement should also be included in TS 29.573.  
Multiple instances of the same header in original HTTP messages: An additional security issue has been identified regarding multiple instances of the same header in the original HTTP message sent by the NF. If the original message contains the same header multiple times, the rewritten message will contain the same JSON key representing the header multiple times. This is however forbidden according to TS 29.501, clause 6.2. As multiple instances of the same header typically are used for certain types of attacks, SA3 believes that the sending SEPP shall discard messages from NFs that contain multiple instances of the same header. SA3 kindly asks CT4 whether CT4 sees any issues with this proposed behaviour from their perspective. If CT4 does not see any issues, SA3 kindly asks CT4 to include the proposed behaviour (SEPP discards messages from NFs that contain multiple instances of the same header) in their specifications (both Rel-15 and Rel-16).
2. Actions:

To CT4 group.

ACTION: 
1) SA3 kindly asks CT4 group to align TS 29.573 with TS 33.501 regarding the JSON representation of the reformatted HTTP message as provided in S3-183685 (both Rel-15 and Rel-16).

2) SA3 kindly asks CT4 group to include the requirement "IEs requiring encryption shall not be inserted at a different location in the JSON object" in TS 29.573 (both Rel-15 and Rel-16). 

3) SA3 kindly asks CT4 whether CT4 sees any issues if the SEPP discards messages from NFs that contain multiple instances of the same header. If CT4 does not see any issues, SA3 kindly asks CT4 to include the proposed behaviour in their specifications (both Rel-15 and Rel-16).
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