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1
Decision/action requested

This contribution proposes a new test case on the de-registration scenario.
2
References

[1]
3GPP TS 33.203
3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G security;Access security for IP-based services
[2]

S3-20xxxx, IMS SCAS: adding threats related to de-registration during the authentication
3
Rationale

As specified in TS 33.203 [1], clause 6.1.1, S-CSCF will not de-registration the UE when registered, if it fails an authentication. Otherwise, denial of service attack may be initiated by an attacker to deregister a legal user.

The threats analysis can be found in the S3-20xxxx [2].
4
Detailed proposal

It is suggested to approve the following change.
*************** Start of the changes ****************

4.2.2.Y
Security functional requirements on the S-CSCF deriving from 3GPP specifications and related test cases

4.2.2.Y.1
No de-registration during the authentication
Requirement Name: No de-registration during the authentication 
Requirement Reference: TS 33.203 [XX], clause 6.1.1

Requirement Description: 

"It should be noted that the UE initiated re-registration opens up a potential denial-of-service attack. That is, an attacker could try to register an already registered IMPU and respond with an incorrect authentication response in order to make the HN de-register the IMPU. For this reason a subscriber, when registered, shall not be de-registered if it fails an authentication. 
" 

as specified in TS 33.203 [XX], clause 6.1.1.

Threat References: TBD

Test case: 
Test Name: TC_ NO_DE-REGISTRATION_AUTH_FAIL
Purpose:

Verify the S-CSCF shall not de-register the registered UE when it fails an authentication during re-registration. 

Procedure and execution steps:

Pre-Conditions:

-
S-CSCF under test is connected in simulated/real network environment including P-CSCF and HSS.

-
The UE supporting IMS AKA has already been registered into the IMS network.
-
The tester shall have access to the Mw interface between the P-CSCF and S-CSCF.
-
The tester shall have access to the Cx interface between the HSS and S-CSCF.
Execution Steps 
1)  During a new IMS AKA procedure in the UE ininited re-registration scenario, the tester sends a SM7 register message including the IMPI, and an incorrect authentication response.
2) The S-CSCF under test retrieves the active XRES for that user and uses this to check the received authentication response 
Expected Results:

The S-CSCF sends sends a 4xx Auth_Failure towards the UE indicating that authentication has failed. 

The S-CSCF does not initiate de-registration procedure within the Registration expiration interval defined in TS 24.229 [YY], i.e. send either Cx-Put (Public User Identity, Private User Identity, clear S‑CSCF name) or Cx-Put (Public User Identity, Private User Identity, keep S‑CSCF name) to the HSS. Or, the IMPU status in the HSS is registered within the Registration expiration interval defined in TS 24.229 [YY]. 
Expected format of evidence:

Provide evidence of the check of the product documentation in plain text. 
Save the logs and the communication flow in a .pcap file.

*************** End of the changes ****************

