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1
Decision/action requested

This contribution proposes a new Key issue on authorization in the UE-to-UE relay scenario
2
References

[1]
3GPP TR 23.752: "Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS) ".
3
Rationale

TR 23.752 [1], key issue #4 describes the issue on the support of UE-to-UE Relay, i.e.
“-
Whether and how for the network can control the UE-to-UE Relay operation, at least including how to:

-
Authorize the UE-to-UE Relay, e.g. authorize a UE as UE-to-UE Relay?

-
Authorize the Remote UE to access a UE-to-UE Relay?
…

NOTE 2:
For security aspects, coordination with SA3 is needed.”

The above authorizaiton issue shall be studied.
4
Detailed proposal

It is proposed to approve the following key issue.
*************** Start of the changes ****************

X.Y
Key issue #X.Y: Authorization in the UE-to-UE relay scenario
X.Y.1
Key issue details 

TR 23.752 [aa], key issue #4 describes its Key Issue regarding support of UE-to-UE Relay:
“-
Whether and how for the network can control the UE-to-UE Relay operation, at least including how to:

-
Authorize the UE-to-UE Relay, e.g. authorize a UE as UE-to-UE Relay?

-
Authorize the Remote UE to access a UE-to-UE Relay?
…

NOTE 2:
For security aspects, coordination with SA3 is needed.”

From a security point of view, whether the UE can act as a UE-to-UE Relay is be assured by the Remote UE. On the contrary, whether the UE can act as a remote UE should be assured by the UE-to-UE relay.
3GPP system has to be able to autorise a UE to perform as UE-to-UE Relay and a UE to communicate with another UE via a UE-to-UE Relay. This key issue directs SA3 to study the authorization aspects in the UE-to-UE relay scenario.

X.Y.2
Threats

An attacker may impersonate the UE-to-UE Relay. If the authorization of the UE acting as UE-to-UE relay is not supported, the attacker UE may impersonate the UE-to-UE relay, and force a remote UE to camp on it by passing messages between two UEs. The attacker may then deny the UE services between the two UEs (e.g., arbitrary discard messages). 
An attacker may impersonate the source UE or the target UE.

X.Y.3
Potential security requirements 

The 5GS shall support authorisation of the UE as a UE-to-UE relay in the UE-to-UE relay scenario.

Authorisation of a UE that requests to be a source UE or a target UE discovering a UE-to-UE Relay, should be provided.

3GPP system shall provide means to authorise a UE to communicate with another UE via a UE-to-UE Relay. 

*************** End of the changes ****************

