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1
Decision/action requested
This pCR proposes to add certificate based solution for NPN as a new solution.
2
Rationale
This pCR builds on solution #11 certificate based solution against false base station to become solution #2X, designed for Non-Public Networks (NPN).

All the unicast signaling messages are in the clear and can be potentially exploited by a false base station before UE primary authentication is completed and security is enabled
The proposed solution can mitigate Key Issue #1: Security of unprotected unicast messages. By applying the proposed solution, the unprotected unicast messages will be encrypted, and hence, protected. For a NPN, the security requirements (including mitigation to false base station) can be greater than those for a public network. NPNs include banking/financial institution, hospitals, retail stores, utilities companies and industrial plants. The damage can be greater if security of these organizations is compromised.
3
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR.
********************** First Change ****************************

6.2X
Solution #2X: Certificate based solution against false base station for Non-Public Networks

6.2X.1
Introduction

This solution leverages the certificate framework outlined in solution #11 (Certificate based solution against false base station) and provides asymmetric-key-system encryption to unicast signalling messages before the primary authentication is completed.
With this solution in an NPN deployment, the gNB and UEs can encrypt unicast signalling messages, before the primary authentications is completed and security is enabled. The gNB and UEs will accept the messages only after the message is successfully decrypted. The locations of the certificates are located in the core network and the UEs.  The core network provides the network certificates to all the gNB in an NPN.
A rogue base station does not have the certificate of a legitimate base station. With the proposed solution, the UE will not accept any unicast signalling messages from the attacks of the rogue base station before the primary authentication is completed when / if the UE was lured to camp on the rogue base station after cell search. As a result, the primary authentication for the UE will not get completed, and the UE will disconnect from the rogue base station. Another benefit of this solution is the rogue base station is not able to sniff the unicast signalling messages since these messages are encrypted which further enhance the privacy for the UE. This solution addresses the security and privacy areas for # 3 Rogue services: attempts to deliver unauthorized or unsolicited services (e.g., SMS and calls) to the UEs.
Furthermore, since the UE cannot attach to a rogue base station, the rogue base station is unable to conduct attacks to track the UE. This addresses the security and privacy areas for # 4 Subscriber privacy attack: attempts to identify subscriptions or trace the UEs.
In summary, this solution addresses key issue 1 and the following security and privacy areas:
#3
Rogue services: attempts to deliver unauthorized or unsolicited services (e.g., SMS and calls) to the UEs.

#4
Subscriber privacy attack: attempts to identify subscriptions or trace the UEs.

6.2X.2
Solution details

6.2X.2.1
Pre-provision and certificate distribution 
This solution requires the network to support Public Key Infrastructure (PKI), which needs the NPN operator to have one or more CAs as the root of the trust chain.
For a NPN, the core network is provisioned to store certificates for all authorized UEs, and each UE to have the core network certificate.
NOTE: A core network already has the capability to store subscriber’s information for many UEs so scalability of the proposed solution should not be an issue on the core network side.
UE shall have the capability to store certificates in USIM or other implementation-dependent way that can provide secure storage. 
The following is the method to provision certificates into the UE:

The certificates can be provisioned into the UE at manufacture time.  
NOTE: The vendor can provision the core network certificate into the UEs. When the certificate needs to be changed or updated, then the update can be pushed to UEs, like a software update. The certificate update could be an implementation-dependent way, and is not in the scope of this TR.
Out of Band Provisioning Process
PKI is one form of asymmetric key systems which can offer integrity, confidentiality, authentication, and nonrepudiation. UEs are pre-loaded with X.509 certificates with a signed public key for the network in which they are allowed to connect. The core network would likewise be pre-loaded with certificates of eligible UEs. With this type of public and private key pair relationship between UEs and the core network, an implicit mutual authentication between UEs and the core network has been accomplished during the certification provisioning process.
Editor’s Note: Scalability of the solution is FFS
· Each core network has a public and private key pair (core_PUB_Key, core_PRI_Key).

· UEs have a corresponding public and private key pair (UE_PUB_Key, UE_PRI_Key).

· Each core network shares its public key (core_PUB_Key) with a certificate with all UEs. 

· UEs share their public keys (UE_PUB_Key) with a certificate with the core network
Editor’s Note: it is FFS what is the impact on the UEs when more gNBs are introduced to the NPN.
Editor’s Note: It is FFS the mechanism for the core network to transfer its certificate to all gNBs of the NPN and how the gNBs store the certificate.
6.2X.2.2 Encryption Algorithm for NPN Deployments
6.2X.2.2.1 Procedure
Over-the-Air Process
· All UEs encrypt RRC messages that are send before primary authentication is completed using core_PUB_Key. The gNB uses the core_PRI_Key to decrypt the UE messages.

· The gNB encrypt those RRC messages that are the clear before primary authentication is completed using UE_PUB_Key. The UEs use the UE_PRI_Key to decrypt gNB messages.
6.2X.2.3
Certificate format:
ITU-T X.509 certificate can be used for its flexibility, otherwise more compact certificate format such as Card Verifiable Certificate (CVC) can be considered. 

The specification shall define the certificate profile.
Editor’s Note: The profile of the certificate is FFS.
6.2X.3
Assessment using Annex A.3

6.2X.3.1a
UE aspects

The provision of the certificate into the UE is in 6.2X.3.4.
The UE shall support the secure storage of certificates. 

UE shall support the certificate update, which can be performed in implementation independent way over the air.

6.2X.3.1b
UE actions without the network’s certificate
If the UE does not have a corresponding network certificate for the NPN, then the UE will be disabled by the network.
Editor’s Note: this clause requires further clarification
6.2X.3.2

Threats that are mitigated by encrypting unicast signalling messages

As discussed in the Introduction, this solution addresses key issue 1 and the following security and privacy areas:
#3
Rogue services: attempts to deliver unauthorized or unsolicited services (e.g., SMS and calls) to the UEs.

#4
Subscriber privacy attack: attempts to identify subscriptions or trace the UEs.
6.2X.3.3

Threats that are not mitigated by encrypting unicast signalling messages. 
Editor’s Note: How the UE is prevented to camp on the false base station is FFS.

Editor’s Note: How the MitM attack (including replay attack) is addressed is FFS. 

6.2X.3.4
Provisioning of keys
The following is the method to provision certificates into the UE:

The certificate can be provisioned into the UE at manufacture time, in USIM or another secure storage method.
6.2X.3.5
RAN aspects

There is no added overhead for the unicast signalling messages from the RAN aspects; however, there is processing cost.

6.2X.3.6
VPLMN aspects 
VPLMN is not applicable for NPNs. 
6.2X.3.7
HPLMN aspects 

HPLMN is not applicable for NPNs.

6.2X.3.8
NSPN aspects 

This solution can mitigate the false base station attacks in rogue services and subscriber privacy as discussed in the introduction.

6.2X.3.9
Network sharing aspects

Network sharing aspects are not applicable for NPN use case. 

6.2X.3.10
Roaming aspects
This solution is for NPN. Roaming aspects are not appliable.
6.2X.3.11
Regulatory aspects 
The CA construction shall follow the local regulatory.
6.2X.3.12
Encryption schemes

There could one or more signature schemes like:

-
ECDSA (recommended with named curves) 
Editor’s Note: the ECDSA profile for SUCI can be reused. 
-
RSA
-     others

6.2X.3.13
Encryption length

RSA: 256 byte

ECDSA: 64 byte

6.2X.3.14
Resistance against Quantum Computing
TBD.
********************** End of pCR********************

