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1. Overall Description:

SA3 would like to thank SA2 for their LS Reply PAP/CHAP and other point-to-point protocols usage in 5GS (S3-201509/S2-2004481). 

SA3 would like to make the following observations:

- EAP based secondary authentication in 5GS is a replacement for PAP/CHAP in EPC. Therefore SA3  recommends use of secondary authentication instead of PAP/CHAP using ePCO unless there are legacy applications requiring it. 

- PAP is outdated and should not be used any more (RFC 1334 (PAP) has been obsoleted by RFC 1994). Therefore, the warning should be in any 5G spec referring to PAP as well.

- CHAP also comes with disadvantages, such as being amenable to brute force attacks if the password is guessable.

- It is up to the external network operator to perform the risk assessment if PAP/CHAP is used for authentication.

2. Actions:

To SA2, CT1, CT3
ACTION: 
SA3 kindly asks SA2, CT1 and CT3 to take the above into consideration.
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