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1
Decision/action requested

This contribution proposes a new KI for TR 33.850.
2
References

[1]
3GPP TS 33.246: " Security of Multimedia Broadcast/Multicast Service (MBMS) ".
3
Rationale

In SA3, eMBMS security in LTE was analysed in TS 33.246[1]. Threat and requirements on key distribution are described. 

This contribution proposes a new Key Issue for TR 33.850 to identify specific privacy issues.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.850.







***
BEGIN OF CHANGE
***

5.X
Key Issue #X: Security protection of key distribution
5.X.1
Key issue details 

MBS introduces the concept of a point-to-multipoint service into a 3GPP system. MBS traffic is delivered from application service provider to multiple UEs through 5GS. To securely transmit data to a given set of users, the MBS traffic needs to be protected to mitigate the potential attacks. As the security fundamental basis, the keys for protection of MBS traffic are required. 
Compared with UE keys, the keys for protection of MBS traffic are one-to-many keys. When UE joins the MBS session, only authorized users are able to receive the keys delivered from the key generator for protection of MBS traffic.
5.X.2
Security threats

If the keys for protection of MBS traffic are not confidentiality protected, an attacker may use the 3GPP network to gain "free access" of MBS services.
If the keys for protection of MBS traffic are not intergrity or anti-replay protected, the authorisaed users may not be able to acquire the MBS traffic properly.
5.X.3
Potential security requirements

The distribution of the keys for protection of MBS traffic between the key generator and the UE shall be confidentiality, intergrity and anti-replay protected.
***
END OF CHANGE***



