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Lack of information on mapping of errors to N32fErrorType 
During the development of the GSMA’s permanent reference document FS.36 “5G Interconnect Security Recommendations”, GSMA members within the 5G Interconnect Security (5GIS) work item group have identified a lack of information of how specific error conditions can be mapped to existing defined N32-f error codes. 
In the TS29.573 YAML definition, the following error types are specified as enum values:
  N32fErrorType:
            - INTEGRITY_CHECK_FAILED
            - INTEGRITY_CHECK_ON_MODIFICATIONS_FAILED
            - MODIFICATIONS_INSTRUCTIONS_FAILED
            - DECIPHERING_FAILED
            - MESSAGE_RECONSTRUCTION_FAILED
While the above definition covers some security-related error scenarios, there are additional error types that will be encountered, that should also be specified.  The following table provide a more complete list of error scenarios:
	Error
	Explanation
	N32fErrorType

	Unknown N32-f context                                 
	N32-f context is unknown to the receiving SEPP.
	To be defined

	N32-f encryption key expired                       
	N32-f context could successfully be determined by the receiving SEPP, but one of the related encryption keys has expired.
	To be defined

	N32-f integrity key expired                           
	N32-f context could successfully be determined by the receiving SEPP, but one of the related integrity keys has expired.
	To be defined

	Invalid JWE tag of original message
	Integrity validation of JWE tag of the JWE object failed.
	INTEGRITY_CHECK_FAILED

	JSON patch origin authentication failed   
	When the receiving SEPP validates JWS object in IPX provider’s modification block using the IPX’s public key, the recovered JWE tag from the signature and the one contained in the JWE object in the list of modifications does not match.
	INTEGRITY_CHECK_ON_MODIFICATIONS_FAILED

	Modification policy violation                         
	When one of the (legitimate) IPX provider in the path modifies some value that was not expected to change according to the modification policy of cSEPP or pSEPP, the receiving SEPP.
	MODIFICATIONS_INSTRUCTIONS_FAILED

	Invalid message syntax                                   
	When the N32-f message to be rewritten violates any of the limits defined by CT4 (e.g. maximum number of IEs, overall size, nesting depth).
	MESSAGE_RECONSTRUCTION_FAILED

	Cipher policy mismatch
	IE cipher operation does not match data-type encryption policy, e.g. protected IE are not ciphered, or unprotected IE are ciphered.
	To be defined

	JWE decipher error
	SEPP fails to decipher the cipher-text in JWE (for those encrypted IE).
	To be defined

	Telescopic FQDN not found
	Telescopic FQDN not found in SEPP.
	To be defined

	Callback URL not found
	Callback-URL not found in SEPP.
	To be defined


: N32-f Error Scenarios
These types of errors need to be handled to ensure correct handling of error conditions on the intercarrier 5G link
Action Required
[bookmark: _Toc437780036][bookmark: _Toc51656806][bookmark: _Toc74460304]GSMA 5GIS requests 3GPP CT4 group to consider these errors and provide responses to the following questions: 
What is the correct mapping for these error types? 
Do additional N32fErrorType values need to be assigned within TS 29.573 if the existing errors do not map to the currently defined enumerated types? 
Next Meetings
RIFS#91 call	3 Sep 2020
RIFS#92 call	1 Oct 2020
Additional calls will continue after these dates at approximately 3 week intervals.
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