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**** START OF CHANGES ****
[bookmark: _Toc43104522][bookmark: _Toc43203919]6.2.3	Evaluation
This solution addresses the key issue #1 and #2.
This solution reduces the overhead caused by MAC-I calculation by aggregating multiple N PDCP frames into a single integrity protected unit. Depending on the value of N, the calculation of MAC-I on the transmitting side and checking of MAC-I on the receiving side can be significantly reduced.
This solution implies that, on the receiving side, all data 1 through N needs to be received and buffered before the integrity check can be applied. Also, all data 1 through N need to be discarded if the integrity check fails. If the re-transmission of N PDCP frames becomes necessary, it can negatively impact the overall throughput and effective data rate. The performance impact can be determined by the choice of value N. 
Furthermore, the priority bit in the PDCP header allows the device to determine whether to verify the receivedMAC-I or not depending on its operating condition. In this case, the saving of processing resource can be achieved for the price of not verifying the integrity of the received PDCP frames.
To ensure backward compatibility with legacy UEs, new mechanism in Uu interface signalling is required to communicate the support of this functionality in both the UE and the network. The exact definition for this mechanism falls in RAN2's purview and thus out of scope of the present document.
Editor's Note: Evaluation against other key issues is needed.
NOTE:	The evaluation against other key issues is not addressed in the present document.
**** NEXT CHANGE ****
[bookmark: _Toc43104570][bookmark: _Toc43203967]6.11.3	Evaluation
TBD
Editor's Note: Whether or not the solution needs standardization is FFS.
Editor's Note: Whether the solution introduces new DoS attack is FFS.
Editor's Note: The impact on UPF signalling is FFS.
NOTE:	The present document does not provide an evaluation for the solution provided in clause 6.11 of the present document.
**** NEXT CHANGE ****
[bookmark: _Toc43104595][bookmark: _Toc43203992]6.16.2	Solution details
The solution is described in clause 6.9 in TS 23.288 [12] to identify misbehaving UEs.
The NWDAF collects UE behavioural information for data analytics from 5GC NFs, such as Communication start or end time, UL or DL Packet Latency, UL or DL data rate, etc. The NWDAF detects the UEs with abnormal behaviour, including serious misbehaviours that are considered DDoS attack by using analysis or other tools. The NWDAF identifies these misbehaving UEs and then notifies AMF, or SMF, or PCF to take actions for the identified specific UE or specific UE group based on operator policy. 
Editor's Note: Privacy issues with collecting UE data is FFS.
NOTE:	Privacy issues with collecting UE data is not addressed in the present document.
**** NEXT CHANGE ****

[bookmark: _Toc43104637][bookmark: _Toc43204034]6.23.3	Evaluation
This solution provides a mechanism to mitigate the DoS attack on RAN when mobility-enabled IoT UEs are compromised to launch attack.
Editor's note: How to synchronize the list within RANs is FFS.
NOTE:	How to synchronize the list within RANs is not addressed in the present document.

**** NEXT CHANGE ****
[bookmark: _Toc43104650][bookmark: _Toc43204047]6.26.2	Solution details
This solution proposes to protect the UE radio capabilities of control-plane only CIoT UEs in the following way:
1)	UE includes the hash of its radio capabilities in the Registration Request message to the network. 
2)	The network verifies the UE radio capabilities when it acquires the UE radio capabilities as part of the UE capability enquiry procedure.
The procedure below only shows the messages required for the UE radio capability verification.


Figure 6.26.2-1: UE Radio Capability verification procedure for CP only CIoT devices
1. UE sends a Registration Request message with Hash of the UE radio capabilities (Hash_RC).
Editor's Note: How the Hash_RC in the initial Registration Request is protected is FFS. 
NOTE:	How the Hash_RC in the initial Registration Request is protected is not addressed in the present document.
Editor's Note: How often hash needs to be calculated is FFS.
NOTE:	How often hash needs to be calculated is not addressed in the present document.
2. AMF determines to trigger a UE radio capability enquiry procedure by sending a UE radio capability information request message with the received Hash_RC to NG-RAN node serving the UE.
Editor's Note: How often the UE radio capability info request is triggered by AMF is FFS.
NOTE:	How often the UE radio capability info request is triggered by AMF is not addressed in the present document.
3. The NG-RAN node performs UE Capability Enquiry procedure with the UE to get the UE radio capabilities.
Editor's Note: Whether the solution allows early acquisition of UE radio capability by NG-RAN node should be clarified.
NOTE:	Whether the solution allows early acquisition of UE radio capability by NG-RAN node is not addressed in the present document.
4. The NG-RAN node calculates the hash of the received UE radio capabilities and compares the calculated hash value with the Hash_RC. If they match, the NG-RAN node stores the UE capabilities with a verified flag set.
5. After successful verification of the UE radio capability, the NG-RAN node sends the UE radio capabilities to the AMF with an indication of successful verification.
6. The AMF stores the UE radio capabilities with a verified flag set.
NOTE:	The verified flag can be used by the upgraded AMF (i.e. AMF that understands the verified flag) to confirm that the UE radio capability has already verified by another AMF when it receives the UE radio capability from a legacy AMF or NG-RAN node.  
Editor's Note: RAN impacts of this solution is FFS.
NOTE:	RAN impacts of this solution is not addressed in the present document.

**** NEXT CHANGE ****
[bookmark: _Toc43104659][bookmark: _Toc43204056]6.28.3	Evaluation
Editor's Note: Early UE capability requiring is FFS
Editor's Note: feasibility of solution is FFS.
Editor's Note: System impact is FFS.
NOTE:	The present document does not provide an evaluation for the solution provided in clause 6.28 of the present document.

**** NEXT CHANGE ****
[bookmark: _Toc43104662][bookmark: _Toc43204059]6.29.2	Solution details


Figure 6.29.2-1: UE Capability Transfer for UEs with No AS Security.
1.	The network initiates the UE capability enquiry procedure to a UE in RRC_CONNECTED when it needs (additional) UE radio access capability information. 
2.	
a)	Upon receiving the UE capability enquiry, UE calculates UL_MAC for UE capability information using KNAS_INT and currently used the NAS integrity algorithm and a counter. 
b)	UE sends the UE capability information message to RAN along with UL_MAC .
NOTE:	UE modelling to handle UL and DL MAC should be left to RAN2 and CT groups. 
Editor's Note: Effects of RAN to AMF call flow are FFS.
Editor's Note: Figure needs to be updated to match steps in the description.
NOTE:	Effects of RAN to AMF call flow is not addressed in the present document.
3.	RAN forwards the UL_MAC, counter, to the core network for verification. Upon successful verification, the network sends decrypted capability information and notification to RAN. Upon successful verification, AMF stores the verified radio capability information.

**** NEXT CHANGE ****
[bookmark: _Toc43104666][bookmark: _Toc43204063]6.30.2	Solution details
This solution proposes to protect the UE radio capabilities of control-plane only CIoT UEs in the following way:
1)	UE includes the hash of its radio capabilities in the Registration Request message to the network. 
2)	AMF verifies the UE radio capabilities when it acquires the UE radio capabilities based on the UE capability enquiry procedure.
The procedure below only shows the messages required for the UE radio capability verification.


Figure 6.30.2-1: UE Radio Capability verification procedure for CP only CIoT devices
1.	UE sends a Registration Request message with Hash of the UE radio capabilities (Hash_RC).
Editor's Note: How the Hash_RC in the initial Registration Request is protected is FFS. 
NOTE:	How the Hash_RC in the initial Registration Request is protected is not addressed in the present document.
2. AMF determines to trigger a UE radio capability enquiry procedure by sending a UE radio capability information request message with the received Hash_RC to NG-RAN node serving the UE.
Editor's Note: How often the UE radio capability info request is triggered by AMF is FFS.
NOTE:	How often the UE radio capability info request is triggered by AMF is not addressed in the present document.
3. The NG-RAN node performs UE Capability Enquiry procedure with the UE to get the UE radio capabilities.
Editor's Note: Whether the solution allows early acquisition of UE radio capability by NG-RAN node should be clarified.
NOTE:	Whether the solution allows early acquisition of UE radio capability by NG-RAN node is not addressed in the present document.
4. The NG-RAN node sends the UE radio capabilities to the AMF.
5. The AMF calculates the hash of the received UE radio capabilities and compares it with the hash received from the UE. If they match (i.e. verification is successful), the AMF stores the UE radio capabilities with a verified flag set.
NOTE 1:	The verified flag can be used by the upgraded AMF (i.e. AMF that understands the verified flag) to confirm that the UE radio capability has already verified by another AMF when it receives the UE radio capability from a legacy AMF.  
NOTE 2:	If hash verification fails, the AMF would throw the UE Radio capabilities away. In this case, the UE radio capabilities would need to be re-fetched at the next connection.
**** END OF CHANGES ****
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