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5.1
1
Decision/action requested

Request SA3 to capture the Rel-16 conclusion in the IAB TR 33.824.
2
Detailed pCR proposal

*********************Start of Changes***************************

7.2
Conclusions on authentication framework for IAB-node (IAB-DU part setup)

In order to establish IPsec ESP, authentication methods for IKEv2 shall be supported using both certificates and pre-shared key (PSK). 
Additionally, to support a flexible plug and play of IAB-node and IAB-donor without a pre-configuration of the PSK(s), dynamic PSK computation for IKEv2 PSK authentication may also be supported. When dynamic PSK is used, the IAB-node and the IAB-donor calculates the PSK (KIAB) as specified in solution 3.1 of this document.
7.3
Conclusions on F1 interface security

7.3.1
Key Issue #4.1: F1 interface security for IAB

F1 interface security for the wireline link between CU and DU is specified in TS 33.501. In IAB, the F1 interface is realized over a single hop or multiple hop wireless link(s). Since F1 interface is a logical interface between two end-points (i.e., CU and DU), the security for the F1 interface should be defined independently of the underlying transport medium (e.g., wireline, wireless, or single hop or multiple hops). Therefore, it is recommended that the solution #4.1 is used as the basis for normative work for F1 interfaces between IAB node and IAB-donor.
The support of DTLS for F1-C, between the IAB-node (gNB-DU) and the IAB-donor-CU, is optional for the IAB-node and the IAB-donor-CU. 
*********************End of Changes**************************

