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1
Decision/action requested

This contribution proposes key issue on Authentication of Edge Enabler Client to be captured in TR 33.839
2
Rationale

This contribution proposes the potential key issue and security requirements on authentication and/or authorization of the Edge Enabler Client (EEC) with the servers (Edge Application Server, Edge Enabler Server and Edge Configuration Server). 
Request SA3 to capture the proposed key issue and the corresponding requirements, so that study is carried out on how authentication between the Edge Enabler Client (EEC) and the servers (Edge Application Server, Edge Enabler Server and Edge Configuration Server) to be performed.

3
Detailed pCR proposal

*********************Start of Changes***************************

A.B.X
Key Issue #Y.Z: Authentication and/or Authorization of Edge Enabler Client (EEC)
A.B.X.1
Key issue details
TS 23.558 identified the list of requirements for the authentication and/or authorization of the Edge Enabler Client (EEC) and the Edge servers (Edge Enabler Server and Edge Configuration Server). The relevant security requirements are listed in the clause A.B.X.3.
A.B.X.2
Security threats
If the EEC is not authenticated by the servers (Edge Enabler Server and Edge Configuration Server), then a malicious EEC is able to connect to Edge Data Network (EDN) and obtain service, which leads to theft of Edge Computing service.

If the EEC does not authenticate the Edge servers (Edge Enabler Server and Edge Configuration Server), then the EEC may connect to a false EDN, which may lead to exposure of sensitive information to the malicious entities and also leads to denial of service.

An unauthorised EEC with valid network access subscription credentials, may get access to EDN services. 

A.B.X.3
Potential security requirements
TS 23.558 specified the following security requirements, relevant to this key issue:

· [AR-5.2.6.2-a]
The application layer architecture shall provide mechanisms for the Edge Computing Service Provider to authorize the usage of Edge Computing services by the Edge Enabler Client. 

· [AR-5.2.6.2-e]
The application layer architecture shall support the use of either 3GPP credentials or application specific credentials or both for different deployment needs, for the communication between the UE and the functional entities providing the Edge Computing service.

· [AR-5.2.6.2-f]
The application layer architecture shall support mutual authentication and authorization check between clients and servers or servers and servers that interact. 
*********************End of Changes**************************

