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1. Overall Description:

SA3 thanks ETSI SAGE for their LS on 256-bit algorithm candidates in S3-200034 / SAGE (19) 34 and would like to provide the following responses to the questions in the LS.

Question from SAGE: 

· Would SA3 be concerned that SNOW 3G could not meet all the desired performance requirements “in software implementations running on commodity CPUs”? Or is it SA3’s view that acceptable performance would be achievable? 

SA3 Response:
As SAGE is aware, TS 33.501 mandates support for 128-bit variants of SNOW 3G (128-NEA1/128-NIA1) by both the UE and the network. As along as 256-bit variants of SNOW 3G can achieve similar performance as for 128-NEA1/128-NIA1, then they are an acceptable candidate(s) for SA3 consideration (as the desired performance requirements are expected to be the same for 256-bit algorithms as for the 128-bit algorithms).
Question from SAGE: 

· Would SA3 be concerned that SNOW-V is not desirable as it does not sufficiently re-use the hardware components (from SNOW 3G and AES) currently existing in UEs and network equipment? Or is it SA3’s view that a partial overlap with existing hardware is considered sufficient re-use? 

SA3 Response:
Since the confidentiality and integrity algorithms need to be implemented in dedicated hardware in the UE in order to achieve the expected throughput (as is the case in most current UE implementations), the proposed SNOW-V will require new dedicated hardware in addition to the existing hardware. Therefore, SNOW-V is not desirable as a candidate 256-bit algorithm.

2. Actions:

To ETSI SAGE group.

ACTION: 
ETSI SAGE is kindly requested to take the above information into account.
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