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1
Decision/action requested

It is proposed to approve this KI to TR 33.857
2
References

[1]
SP-200620 "Study on enhanced security support for Non-Public Networks"

3
Rationale

One of the objectives in the Study Item Description SP-200620 [1] for the Study on enhanced security support for Non-Public Network is the following: 

· "Support of IMS voice and emergency services for SNPN
· Analyse potential security impacts from supporting IMS voice and IMS services in SNPNs. In Rel-16 SNPNs do not support IMS emergency services but for Rel-17 its expected that the enabling of IMS and IMS services for SNPNs is to be studied. "

The Key Issue in the present document is proposed to address these security impacts from supporting IMS voice and IMS services in SNPNs. 
4
Detailed proposal

***** Start of Change *****
X.X
Key Issue #X Security impacts from supporting IMS voice and IMS services in SNPNs

X.X.1
Key Issue Details

This key issue aims to analyse the potential security impacts from supporting IMS voice and IMS services in SNPNs. In Rel-16 SNPNs do not support IMS emergency services but for Rel-17 its expected that the enabling of IMS and IMS services for SNPNs is to be studied.

UEs that are to be used in SNPN are currently not required to have IMS credentials. It needs to be studied especially how these UEs can authenticate with the network. This means that solutions that address UEs without IMS credentials are in scope of this key issue.

Architectural requirement: Solutions to this key issue need to describe how the security, especially authentication, of supporting IMS voice and IMS services in SNPN is to be addressed. 

X.X.2
Security Threats

If the UE and the network do not mutually authenticate, an attacker could either impersonate the network towards the UE or the UE towards the network.
X.X.3
Potential Security Requirements

The UE and the network shall mutually authenticate before granting access to IMS and IMS services.
***** End of Change *****

