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1
Decision/action requested

This discussion paper gives some background to the related CRs S3-201917 and S3-201918.
2
References

[1]
3GPP TS 33.501 "Security architecture and procedures for 5G system"
3
Rationale

Clause 6.1.2 of TS 33.501 [1] requires that upon receiving and authentication request from the AMF, the AUSF shall check that the requesting SEAF in the serving network is entitled to use the serving network name in the Authentication Request by comparing the serving network name with the expected serving network name: "Upon receiving the Nausf_UEAuthentication_Authenticate Request message, the AUSF shall check that the requesting SEAF in the serving network is entitled to use the serving network name in the Nausf_UEAuthentication_Authenticate Request by comparing the serving network name with the expected serving network name."
While it is clearly specified how the AMF constructs the serving network name it is not defined at all which is the "expected serving network name" the AUSF shall use to compare it with. 
The companion CRs S3-201917 and S3-201918 intend to specify how the AUSF can identify the expected serving network name:

1. If the OAuth framework is supported, the AUSF can consider the PLMN ID of the consumer NF if included in the access token presented by the AMF as the expected serving network name.

2. For the roaming case, the AUSF can use the remote PLMN ID asserted by the SEPP at the AUSF PLMN as the expected serving network name. This requires that before sending the authentication request to the AUSF, the SEPP includes the PLMN ID of the related N32-f context from which the authentication request was received within the authentication request.

3. For the non-roaming case, the AUSF may perform the SNN verification  based on operator-specific methods within its own PLMN (e.g. by checking the PLMN ID included in the certificate of the serving AMF).     

The option in the second bullet requires changes to CT4 specifications. It has been earlier suggested by SA3 to CT4 in an LS exchange on "Verification of PLMN-ID in the SEPP" during SA3#93, SA3#94 and SA3#95 meetings (S3‑183789, S3‑190559, S3‑191128, S3‑191615). CT4 has earlier not favoured this proposal as it seemed to require an update of all API specifications. However, recently CT4 has specified several custom HTTP headers for 3GPP-specific purposes. The PLMN ID indication could be similarly included in a custom HTTP header. This would be better aligned with CT4 working practices and not require an update of all API specifications. 
4
Detailed proposal

It is proposed that the companion-CRs S3-201917 and S3-201918 are approved.
