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Decision/action requested

This pCR proposes a Key Issue to TR 33.854 on Security of Command and Control Communication in UAS 
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Rationale

The TS 22.125 [1] desctibes about the UAS reference model where a an UAS is composed by one UAV controller and one UAV. A UAV can be be controlled by a UAV controller connected via the 3GPP mobile network to perform the desired UAV operations. Further TR 23.754 [1] clarifies in the architectural assumptions that, ‘Connectivity for Command and control (C2) of a UAV may be between the UAV and, mutually exclusively, an UAV Controller, or a TPAE, or the UTM’. 
Therefore, C2 to a UAV may be either over UAV3 or, UAV4 or UAV9 interface respectively. The Command and control traffic exchanged with UAV over varies interfaces if not protected will give way for the attackers to atke control of the UAV operations leading to more critical outcomes such as hijacking of UAVs, tracking of UAVs, potential misoperation and accidents. SA3 has agreed a UAS security study [3] in the last SA3#99e-meeting and so this contribution proposes to include the discussed C2 security requirement in the SA3 TR.
4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR 33.854.
*****Start of Change*****
X.y
Key Issue #z: Security of Command and Control (C2) Communication
X.y.1
Key issue details

The TS 22.125 [1] desctibes about the UAS reference model where an UAS is composed by one UAV controller and one UAV. A UAV can be controlled by a UAV controller connected via the 3GPP mobile network to perform the desired UAV operations throught the command and control (C2) signaling which is an application data. Further TR 23.754 [1] clarifies in the architectural assumptions that Connectivity for Command and control of a UAV may be between the UAV and, mutually exclusively, an UAV controller (UAV-C), or a Third Party Authorized Entity (TPAE), or the UAS Service Supplier/UAS Traffic Management (USS/UTM). Therefore, C2 to a UAV may be either over UAV3 or, UAV4 or UAV9 interface. The Command and control traffic exchanged with UAV over various interfaces if not protected (Confidentiality, and integrity) will give way for the attackers to take control of the UAV operations leading to more critical outcomes such as hijacking of UAVs, tracking of UAVs, potential misoperation and accidents.  
X.y.2
Security threats

The lack of C2 communciation security between UAV and other parties such as UAV-C, TPAE and USS/UTM over UAV3, UAV4 and UAV9 may let the attackers to eavesdrop and control the UAV operations thereby leading to UAV hijack and misoperations.
X.y.3
Potential security requirements

The system shall support confidentiality and integrity protection of the UAV C2 communication.

The system shall support C2 security establishment between the UAV and the UAV-C, USS/UTM, TPAE respectively.

*****End of Change*****
