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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

[1]
3GPP TR 23.754 

[2]
3GPP TS 33.501
3
Rationale

SA2 discussed key issue with security impact needs further study in SA3.
4
Detailed proposal

****** START OF CHANGES
Y.X
Key issue #X: 5GC notification of UAV Authentication and Authorization via 5GS
Y.X.1
Key issue details 

Editor’s Note: This clause provides details of the key issue

5GC UAV Authentication and Authorization has been already addressed in SA2 work TR 23.754 which suggests that the UE (UAV) executes normal 5G registration, establishes a PDU connection and then performs A&A for UAV control directly with the UAS AF and further on with UTM/USS. Thus, the 5GC is not directly involved in the A&A process for UAV authentication and authorization. An Editor’s Note suggests FFS how does the UTM/USS notify the 5GC about the outcome UAV Authentication and Authorization.
However, to support Unmanned Aerial Systems (UAS) regarding connectivity, identification and tracking, the network (e.g. AMF, gNB) should be aware of UAV identities and the special nature of a drone, i.e. a potentially high and fast flying object and whether UAV or UAVC roles are authorized in the drone domain, i.e. information from the UTM/USS/AF needs to be provided to the 3GPP system providing connectivity after UAV and UAVC have been successfully authenticated and authorized. This allows the 5GS to set certain policies and control the message exchange between UAV(s) via the 5G network (e.g. advertisements send from UAV to all other in a vicinity) or between UAVC and UAV. It allows also to create a binding between UAV and UAVC in the 5GS. In case of unsuccessful A&A the 5GS can act and de-register the UE or terminate existing PDU connections.
Y.X.2
Threats

If 5GC would not be notified, 5GS would allow UAVs in their system that are not authorized.

Y.X.3
Potential security requirements 

Editor’s Note: This clause lists the potential security requirements derived from the threats

****** END OF CHANGES

