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1
Decision/action requested

This pCR proposes a solution to detect the man-in-the-middle false base station.
2
References

[1]            3GPP TS 38.211: "NR; Physical channels and modulation”
3
Rationale

A false base station (FBS) that is usually composed of a fake base station part and fake UE part, can eavesdrop, tamper, counterfeit, inject and replay messages. This document provides a new solution to detect the FBS. It uses the feature that the distance (indicated by the timing advance value [1]) between the real UE and the FBS is different from that between the FBS and the real base station. 
4
Detailed proposal

pCR
********** START OF 1st CHANGE (all text are new) **********

6.X
Solution Y: Detection of Man-in-the-Middle false base station
6.X.1
Introduction

This solution addresses the key issue #3 “Network detection of false base stations”. 

A false base station (FBS) capable of performing man-in-the-middle (MitM) attacks usually consists of two parts, i.e. a Fake gNB unit and Fake UE unit (a “legitimate” UE impersonating victim UEs), as illustrated in the figure below. In order for a FBS to serve as the man in the middle, it needs to modify some of MAC or PHY parameters in between the real/victim UE and the real gNB. This solution exploits one of such paratemters, i.e. the timing advance (TA), to detect MitM FBS. 
In TS38.211 [x1], TA has been defined as the timing advance, i.e. an timing offset value between the synchronized downlink signal for all UEs and this UE’s uplink signals. This offset at the UE is necessary to ensure that the uplink subframes from all UE are synchronised again at the gNB. In genearal, a UE far from the gNB encounters a larger propagation delay or larger TA as compared to a UE closer to the gNB. 
As in TS38.211 [x1], the initial TA is calculated by a gNB and sent to the UE during Random Access. The gNB will regularly measure TA and update UE by sending offsets in MAC control element. With a MitM FBS sitting in between the Real UE and the Real gNB, the TA value that sent out by Real gNB (TA2 in the figure) will be different from that received by Real UE (TA1 from FBS). By checking TA values, the network is able to detect the existence of FBS. 
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6.X.2
Solution Details

It is assumed that the distance between the real UE and FBS is different from that between FBS and the real gNB. In this case, the TA sent by the fake base station to the real UE is not the same as the TA sent out by the real gNB. This solution exploits this to query TA in RRC signaling message after security establishment so that it can not be modified by FBS. gNB can then compare the TA of the UE recorded and gNB sent. If the two TA including offsets values are different, gNB can claim the existence of FBS. The steps can be summarized as follows. 

0、 The UE establishes a connection with the real gNB through the MitM gNB, during which the real gNB and the FBS sending out the initial values of TA (TA1 by real gNB and TA2 by FBS) respectively. After the UE security context is established successfully, TA offsets (Δ1, Δ2) are updated regularly as in current RAN procedures.
1、 If the MiTM detection is enabled in the gNB and the UE supports MitM detection (e.g. indicated by UE Capability Information: accessStatumRelease), the gNB sends the RRC message: RRCReconfiguration with a new IE, indicating UE to report TA. This message is encrypted and integrity protected. The MitM forwards RRCReconfiguration to the real UE transparently. 
Note: gNB should support to turn on/off this feature according to the network circumstances.
2、 The UE generates measurement report (MR) with its received TA value (TA2+Δ2) to network, The FBS forwards MR to the gNB.
3、 The gNB compares the TA values and if they are different, the gNB can detect the existence of FBS.
6.X.3
Evaluation

This solution provides a simple mechanism to detect MitM false base stations, and only adds one IE to the RRC Reconfiguration and MR message without physical layer change. It assumes the distance difference between the real UE and FBS and between the fake UE and the real base station is more than 1 TA (1 TA is corresponding to 39m if the subcarrier spacing is 30 kHz as specified in TS 38.313 [x2]).
********** END OF 1st CHANGES **********
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