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1
Decision/action requested

This paper discusses the need for a new SID in SA3 to evolve the security for MUSIM System Enablers
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Rationale

The study of system enablers for devices having multiple Universal Subscriber Identity Modules (USIM) in the EPS and 5G system architecture is an on-going study in SA2 WG (SID FS_MUSIM) [1]. This study aims to natively support multi-USIM devices in the EPS and 5GS, including mechanisms to support handling of MT services, coordinated UE leaving, handling of MT data and MT control plane activity on a suspended connection, etc.
As per [2], SA#84 concluded that both EPS and 5GS are in the scope of the FS_MUSIM study and the MUSIM work item. Specifically, MUSIM shall define system enablers that apply to all the following cases Scenarios for MUSIM currently under scope are clearly stated in the SA plenary LS [2] are: 

a. UE connected over 3GPP RAT with EPS on one USIM and 5GS on the other USIM.

b. UE connected over 3GPP RAT with EPS on both USIMs.
c. UE connected over 3GPP RAT with 5GS on both USIMs.
Observation 1: Security of MUSIM enablers for scenarios for the combination of EPS and 5GS falls into the realm of SA3.

For such new efficient network resource utilization mechanisms, there may have some security and privacy implications. SA1 WG also studied many use cases related to multi-USIM devices and have included new service requirements for privacy guarantee for each UICC/USIM and needs for a clear separation between the associated subscriptions in TS 22.101. 
A relevant question is how to deal with the security for EPS and 5GS-capable UEs using multiple USIMs. The current EPS and 5G system do not deal with security and privacy implication for such multi-USIM devices,
SA2 has identified the scenarios and procedures for where SA3 needs to study whether there is a need for new or enhances security signaling procedures to address security implications. We identified at least following Editor Notes needs to be studied.
Paging Cause: SA2 has introduced a paging cause as part of the paging message. Paging message on UU interface contains the identity of UE plus two-three bits type of traffic triggered by Paging, e.g., Voice, SMS, IMS other, non-IMS, control plane signaling. History tells us that this is not a new parameter in Paging. 3G already used to have this paging cause as paging traffic type (Conversational streaming(voice), interactive, background). In 4G, the paging traffic type was removed. MUSIM system applies to all 3G, 4G, and 5GS. Based on the paging cause, UE makes educated decisions based on USIM A or USIM B., E.g., SMS on USIM2, but maybe UE will not wake up for USIM2. Voice may be a higher priority. Privacy and security implication from the sheer combination of different types of service scenarios and traffic type scenarios needs to be further studied in SA3. 
Privacy of the Identity: UE indicating to MNO owning one USIM that UE is also using another USIM. It is, therefore, necessary to study whether there is a need for new or enhanced security signaling/procedures to address security implications for the privacy of UEs indicating to MNOs that they are registered via multiple USIMs, the privacy of identity (e.g., PEI, etc.), security and privacy implication of any optimization in network resources to support the multi-USIM devices.
Privacy of Communication Between UE and Paging server: There may be security and privacy concerns for exposing the IP address of paging server A to another System B (TR 23.761[1] Sol#7) or exposing the MSISDN/GPSI of USIM B to be used for SMS notifications by system A (TR 23.761[1] Sol#12). 

Several TR 23.761[1] solutions on KI#2 (enabling of paging reception) refer to work that needs to be done in RAN WGs. For instance, Sol #21 (Scheduling gap for Multi-SIM UE) relies on access stratum negotiation of short absence in system A so that the device can listen to the paging channel in system B. Any privacy implications (e.g., allowing the network serving USIM A to determine which network serves system B) will need to be studied. Similar issues may apply to solutions that rely on UE-provided assistance information to the network (e.g., Sol #14, Sol#17).  

While stage 2 FS_MUSIM study still indicates Sep 2020 as the completion date, the more likely completion dates for the study and work items should be Dec 2020 and Mar 2021, respectively.

The proposed FS_MUSIM_SEC security study should ideally be completed by December 2020, but given the current situation with virtual meetings, we propose Mar 2021 as the completion date. 

Observation 2: From the examples described above, Privacy and security implication from the sheer combination of different types of service scenarios and traffic type scenarios needs to be further studied in SA3.
4
Detailed proposal

As shown in the above-detailed scenarios and examples and analysing the scope of the SA1 and SA2 study, it is proposed to approve the accompanying study proposed in S3- 201676. 

