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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.840.
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Rationale

In order to support vertical industry in 5G network, the operators and their customers/partners may adopt different security policies or configurations for traffic requirements for CU-UPs. From the perspective of UE, the coexistence of the eMBB and URLLC has been supported in Rel-16. Therefore, it is need to support a case that the UE is connected to more than one CU-UPs providing different services simultaneously. This contribution proposes a proposal for the key issue of security aspects of the Disaggregated gNB Architecture.
4
Detailed proposal

*****Start of Change*****
X.X
Key Issue #X: Security policy differentiation in CU-UPs
X.X.1 Issue details
In order to support vertical industry in 5G network, the operators and their customers/partners may adopt different security policies or configurations for traffic requirements for CU-UPs. From the perspective of UE, the coexistence of the eMBB and URLLC has been supported in Rel-16. Therefore, it is need to support a case that the UE is connected to more than one CU-UPs providing different services simultaneously, e.g., as illustrated in Figure1, PDU session corresponding to URLLC services is established on CU-UP#1, and PDU session corresponding to URLLC services is established on CU-UP#2, where CU-UP#1 and CU-UP#2 have different security configuration (e.g., different security algorithm).
X.X.2 Security Threats
eMBB users and vertical industry users may have different security requirements. If the network configures the same algorithms for user plane protection to all the CU-UPs, tampering at one gNB-CU-UP will compromise other gNB-CU-UPs. 
X.X.3 Potential security requirements
it is necessary to configure different gNB-CU-UPs with different security policies for user plane protection.
*** END of CHANGE ***
