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1	Decision/action requested
The pCR proposes a solution to mitigate the SUPI guessing attack, and is kindly asked to be approved by SA3.
2	Reference
[1]		 	3GPP TR 33.846 V0.6.0, Study on authentication enhancements in 5G System

3	Rationale
As shown in key issue #3.2 in TR 33.846, the current ECIES scheme is vulnerble to the SUPI guessing attack.  As a result, the attacker is able to determine whether a SUPI belongs to a given network. 
This pCR proposes a solution to mitigate the SUPI guessing attack. Its basic idea is to use the shared key between the UE and the network to generate an integrity verification value for the related message. Even if the SUPI guess is correct, the network will detect the error when checking the integrity verification value, and a registration reject message is returned. This is because the attacker does not know the shared key between the UE and the network.  So the SUPI guessing attack problem is resolved.
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[bookmark: OLE_LINK21][bookmark: _Toc22397242] 6.3	Solutions for availability aspects of SUCI usage
[bookmark: _Toc22397243]6.3.Y	Solution #3.Y: <  Mitigate the SUPI guessing attacks >
[bookmark: _Toc22397244]6.3.Y.1	Introduction
The solution addresses the key issue #3.2 (Key issue to mitigate the SUPI guessing attacks)
[bookmark: _Toc22397245]6.3.Y.2	Solution details
The basic idea of the solution is that the USIM in the UE generates a one-time random number Nonce and performs an integrity operation over Nonce with the shared keys (OPc and root key K) between the UE and the network to generate an integrity verification value NTag. Since the attacker does not know the shared key between the UE and the network, even if the SUPI guess is correct, the network will detect the error to NTag, and return a registration reject message, so that the SUPI guess attack problem is solved. The detailed steps are as follows.
1. The USIM generates a one-time random number Nonce and performs an integrity operation over Nonce with the shared keys (OPc and K) between the UE and the network to generate an integrity verification value NTag, the computation of NTag is as follows:
NTag=f2 (OPc and K, Nonce)
Here f2 is the function defined in TS 35.206, other integrity functions (i.e. one-way function) may be used to compute NTag.
2. If the encryption of SUPI is performed on the USIM, the USIM transmits SUCI+Nonce+NTag to the ME, then ME and transmits it to the network. If the encryption of SUPI is performed on the ME, the USIM passes the Nonce+NTag to the ME. After the ME completes the encryption of SUCI, it transmits SUCI+Nonce+NTag to the network.
3. When the network receives SUCI+Nonce+NTag, it decrypts SUCI to SUPI, and obtains OPc and K according to SUPI.  The network applies OPc and root key K to compute over Nonce, and gets NTag’. NTag is verified by comparing it with NTag’.  If the verification is successful, an authentication vector is generated, otherwise, a reject message is returned.
 
[bookmark: _Toc22397246]6.3.Y.3	Evaluation
The proposed solution addresses the key issue #3.2.  The attacker could not generate a valid NTag without the knowledge about OPc and K. As a result, even if an attacker guesses a correct SUPI, it will obtain a reject message. In other words, the attacker can not determine whether its SUPI guess is correct or not by observing the returned message from the network.
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