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1
Decision/action requested

This contribution proposes a new KI for TR 33.854.
2
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3
Rationale

TR 22.125 [1] in Clause 5.1
General has the following requirements:

[R-5.1-010] The 3GPP system shall enable UTM to inform an MNO of the outcome of an authorisation to operate.

[R-5.1-011] The 3GPP system shall enable an MNO to allow a UAS authorisation request only if appropriate subscription information is present.
The 3GPP system shall enable a UAV authentication and authorisation by the UTM/USS if the associated subscription is authorized for UAS operations. In addition, the 3GPP system shall enable UTM/USS to provide the 3GPP system with the outcome of the UAV authentication and authorisation. 
4
Detailed proposal

It is proposed to approve the following changes for inclusion in UAS SEC TR 33.854. Note that all text is new







***
BEGIN OF CHANGES
***

X
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
X.k
Key Issue #k: UAV authentication and authorisation by the UTM/USS.
X.k.1
Key issue details 

The 3GPP system shall enable a UAV authentication and authorisation by the UTM/USS only if the associated subscription is authorized for aerial operations. In addition, the 3GPP system shall enable UTM/USS to provide the 3GPP system with the outcome of the UAV authentication and authorisation. 

TR 22.125 [X] in Clause 5.1
General has the following requirements:

[R-5.1-010] The 3GPP system shall enable UTM to inform an MNO of the outcome of an authorisation to operate.

[R-5.1-011] The 3GPP system shall enable an MNO to allow a UAS authorisation request only if appropriate subscription information is present.
Support for a "Aerial UE function" was added in Rel.15 clause 4.3.31 for TS 23.401 [Y] and clause 23.17.1 of TS 36.300 [Z]. Support of Aerial UE function is stored in the user's subscription information. 
X.k.2
Security threats
Authorisation for UAS operations based on UE subscription information verification alone (e.g., using Rel.15 Aerial UE authorisation) does not satisfy stage 1 and regulatory requirements since it is essential that the actual UAV (i.e. airframe/vessel) associated with the UE subscription is authenticated and authorized to operate. 
A UICC associated with a subscription authorized for UAS operations may be moved from one UAV to a another UAV (e.g., heavier, with longer range) subject to different rules and authorisation, allowing a pilot to fly such UAV without proper authorisation from the aviation authorities. 

Therefore, both UAV authentication and authorisation by UTM/USS and subscription-based authorisation by MNO are necessary for a UAV to be authorized to operate. 

X.k.3
Potential security requirements

The 3GPP system shall enable a UAV authentication and authorisation by the UTM/USS only if the associated subscription is authorized for UAS operations. 

The 3GPP system shall enable UTM/USS to provide the 3GPP system with the outcome of the UAV authentication and authorisation. 
***
END OF CHANGES
***



