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1
Decision/action requested

This pCR proposes updates in TR 33.809.
2
Rationale

This pCR addresses some editorial changes of 3GPP TR 33.809 V0.9.0 (2020-05). 

The first change corrects a reference to a key issue in TR 33.861, that is used in key issue description #1.
The second and fifth change are about the terminology used to describe the signature verification. Since the UE is not in possession of the private key, it can’t generate a signature, but verify it based on the public key.
The third, fourth, sixt, seventh and eights change correct internal references.
3
Detailed proposals
****START OF CHANGES #1***

5.1
Key Issue #1: Security of unprotected unicast messages

5.1.1
Key issue details
…

Another message to be considered are REJECT messages (in RRC and NAS layer) that the network can send to UEs without security protection. Even when the UE is in the RRC_INACTIVE state, while the gNB and the UE continue to maintain the UE 5G AS security context, the RRC REJECT message is sent to the UEs without security protection.Depending upon the type and content of REJECT messages, UEs could potentially be out of service for some time. The REJECT messages serve a very important function in cellular network, i.e., to maintain the availability of the system to the already connected UEs. It has been a design choice, based on risk analysis, to achieve availability that the REJECT messages are not protected. Nevertheless, the design has included some security features that combat rogue REJECTs from unauthorized entries like false base stations. An example of such a security feature is - carefully selected wait timers which gives an opportunity to UEs to recover and avoid lock-outs. It is also important to notice that it is extremely impractical for an attacker to have massive-scale effect using rogue REJECTs. Normally, the effect is to a target UE or few UEs in a cell.In addition, as stated in key issue #11 of TR 33.861 [14], an attacker may forge a NAS REJECT message to the CIoT UE to force the UE redirect from 5GC to EPC network, which may lead unavailable of 5G security enhancement feature, e.g. SUPI protection, initial NAS protection, etc. The UE privacy may be exposed.

…
***END OF CHANGES #1***

****START OF CHANGES #2***

6.7.2
Solution details

6.7.2.1
System Information verification using Digital Signatures  
…

On receiving the system information the UE verifies the digital signature.  The system information with digital signature received, public security key (K-SIGPublic) and Time Counter of the time slot in which system information is received are used to check the authenticity of the SI. If authenticity verification is successful, then the system information is authentic and the UE considers the cell as authentic.

…

***END OF CHANGES #2***

****START OF CHANGES #3***

6.7.2.2
System Information verification using Identity Based Cryptography
…

As mentioned in the clause 6.7.2.1, the time counter is used as the input for signature generation and also to reduce the overhead; digital signature can be generated for multiple system information together and protection can be applied once every ‘N’ period instead of every period. Mechanisms to reduce the overhead are detailed in the clause 6.7.2.3 of this TR.
…

***END OF CHANGES #3***

****START OF CHANGES #4***

6.7.2.4
Capability negotiation
…

The UE and the VPLMN require a secure negotiation mechanism so that both have a common understanding of where and which SI messages are protected. This solution proposes the NAS layer based negotiation as shown in the Figure 6.7.2.4-1. 
…

***END OF CHANGES #4***

****START OF CHANGES #5***

6.7.4.1a
UE aspects
…

Verification using Digital signatures:

1. On receiving the system information the UE verifies the digital signature.  The system information with digital signature received, public security key (K-SIGPublic) and Time Counter of the time slot in which system information is received are used to check the authenticity of the SI. If authenticity verification is successful, then the system information is authentic and the UE considers the cell as authentic.

…

***END OF CHANGES #5***

****START OF CHANGES #6***

6.11.3.6
VPLMN aspects
…

As stated in 6.11.3.4, there are 2 different methods to provision the Root certificates. If the first one is choosen, the UE needs to be provisioned into Root certificates of VPLMN or there are mutual trust between 2 different CAs, this solution works for VPLMN/roaming cases. 

…

***END OF CHANGES #6***

****START OF CHANGES #7***

6.12.3.1a
UE aspects
…

UE needs to be preprovisioned of a public key PKPKG of the PKG. 

The provision of the PKPKG is in 6.12.3.4.

The PKPKG shall be stored in USIM.

UE shall support the update of the PKPKG.
…

***END OF CHANGES #7***

****START OF CHANGES #8***

6.12.3.6
VPLMN aspects
…

As stated in 6.12.3.4, there are 2 different methods to provision the PKPKG. If the first one is choosen, the UE needs to be provisioned into PKPKG, tthen his solution works for VPLMN/roaming cases. If the second method is choosen, UE can get the PKPKG of the VPLMN in the NAS SMC complete message, this solution works for the VPLMN.  

…

***END OF CHANGES #8***

