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This document describes Architecture for vehicle multimedia system (VMS), focusing on vehicular multimedia services and infotainment applications, not aiming at changing existing transmission protocols and channels, such as terrestrial broadcasting, satellite broadcasting, and mobile cellular network as defined in the scope of FG-VM-ToR. Architecture reference model with interfaces, protocols, data formats, interoperability, performance evaluation, security and protection of personal information for vehicular multimedia.
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[bookmark: _Toc401158820][bookmark: _Toc28442050]Terms and definitions
[bookmark: _Toc401158821][bookmark: _Toc28442051]Terms defined elsewhere
None
[bookmark: _Toc401158822][bookmark: _Toc28442052]Terms defined here
This Technical Report defines the following terms:
[bookmark: _Toc19180412][bookmark: _Toc401158823]3.2.1	Vehicular Multimedia Networks (VMN): The VMN consists of the vehicular multimedia service platform (VMSP), a variety of broadcast and communication networks and of the vehicle multimedia system (VMS) in the vehicle.
[bookmark: _Toc19180413]3.2.2	Vehicle Multimedia System (VMS): The VMS consists of vehicle multimedia system inputs (VM I/P), vehicle multimedia unit (VMU) and vehicle multimedia system outputs (VM O/P). It is also called an IVI.
[bookmark: _Toc19180414]3.2.3	Vehicular Multimedia Networks Services (VMNS): The VMNS are the services provided by service providers via the VMN.
3.2.4	VMN application: The VMN application uses the underlying VMS capabilities to consume and present a VMNS to end-user(s) in the vehicle.
[bookmark: _Toc28442053]Abbreviations and acronyms
	AM
	Amplitude Modulation

	APP
	Application

	BT
	Bluetooth

	CA
	Conditional Access

	CDR
	China Digital Radio 

	DAB
	Digital Audio Broadcast

	ECM
	Entitlement Control Message

	EMM
	Entitlement Management Message

	FG
	Focus Group

	FM
	Frequency Modulation

	HMI
	Human Machine Interface

	LCD
	Liquid Crystal Display

	LEO
	Low Earth Orbit (Satellite)

	OLED
	Organic Light Emitting Diode

	PII
	Personally Identifiable Information

	RDS
	Radio Data System

	RF
	Radio Frequency

	VM I/P
	Vehicle Multimedia System Inputs

	VM O/P
	Vehicle Multimedia System Outputs

	VMN
	Vehicular Multimedia Networks

	VMNS
	Vehicular Multimedia Networks Services

	VMSP
	Vehicular Multimedia Service Platform

	VMS
	Vehicular Multimedia System

	VMU
	Vehicular Multimedia Unit

	WG
	Working Group
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[bookmark: _Toc28442055]Overview of Vehicle Multimedia Network Architecture
The architecture of vehicle multimedia network (VMN) is illustrated in Fig. 1, where a convergence transmission scheme is used to improve the transmission efficiency of multimedia streaming services over heterogeneous networks, i.e., satellite broadcast networks and mobile communication networks.



[bookmark: _Toc28442021]Figure 1: The network architecture of convergence transmission

In this contribution, the reference architectures of the vehicle multimedia service platform, the protocol stack, and the reference architecture of receivers for multimedia streaming services over VMN are introduced.

[bookmark: _Toc28442056]Reference Architecture of VMSP for Multimedia Streaming Services over VMN
The VMSP for multimedia streaming services over VMN consists of content server (optional), license server (optional), and conditional access server (optional). Its reference architecture is illustrated in Fig. 2.



[bookmark: _Toc28442022]Figure 2: The reference architecture of VMSP for multimedia streaming services over VMN

The content server consists of the content repository and the digital rights management (DRM) packager. The content repository is used to store the clear contents that the content provider (CP) wants to distribute. Note that the content repository is often built into the DRM solution or is sometimes integrated into a content management system which interfaces to the DRM server. The DRM packager encrypts and packages the multimedia contents for streaming over VMN. The license server is used to manage the creation, modification, and revocation of the DRM licenses. The DRM license contains identities, rights specification, and encryption keys. Usually, DRM clients could acquire their DRM licenses from the license server by using mobile communication network connections. The candidate DRM schemes include Google Widevine, Apple Fairplay, Microsoft Playready, and ChinaDRM. The candidate packaging schemes for streaming in VMN include MPEG-DASH and HLS.
The conditional access (CA) server consists of scrambler and entitlement server. The scrambler is used to scramble the inbound streams using the control words. The entitlement server is used to generate the entitlement control message (ECM) and the entitlement management message (EMM). Usually, the outbound scrambled streams, ECMs, and EMMs are delivered over satellite broadcast networks. However, there are some exceptions. (1) When a user drives to a place with no cell phone coverage, DRM licenses cannot be acquired through any mobile communication network. In this case, DRM licenses could be integrated into EMMs and be delivered to the user over satellite networks. Thus, the persistence of service could be achieved. (2) When a service operator starts its business, thousands of new customers may try to activate their devices in a short period of time. However, the bandwidth required for the delivery of EMMs for those devices may not be available in satellite broadcast networks. In such a case, EMMs could be temporally offloaded from satellite broadcast networks to mobile communication networks. Thus, a successful business launch could be guaranteed.
[bookmark: _Toc28442057]Protocol Stack for Multimedia Streaming Services over VMN
Broadcast is generally regarded as the most cost-effective way to deliver linear programs to a large population over vast geographic areas. Despite the success of Ka- and Ku-band fixed DTV broadcast around the world, service provision via broadcast to vehicles has turned out to be challenging. For example, in an urban environment, the reliability of broadcast is rather problematic due to moving receivers and frequent signal blockage by high buildings. Although the broadcast urban coverage issue can be addressed by ground repeater networks that fill up the outage gaps, building the gap-filler infrastructure is both expensive and highly time consuming. Another limitation of broadcast is that it can only provide one-way services, thus unable to accommodate personalized services or support user interactions.
To deal with these challenges, a convergence transmission scheme is proposed for multimedia streaming services over VMN, where the great majority of media contents are delivered to massive users via broadcast networks and mobile communication networks are used only to recover dropped packets in broadcast networks. The scrambled streams from the VMSP are sent to the convergence gateways, where the media segments are further packetized into sequenced packets and broadcast to all users over the satellite network. At the terminal, the missing or erroneous packets of broadcast streams can be easily detected. These dropped packets are recovered by retransmission over the mobile communication network. Once the media streams are seamlessly re-assembled, the terminal can not only play these media streams at the cockpit displays and speakers, but also serve as a local infotainment center to WIFI-share these media streams with all passengers using their personal devices such as smart phones and tablets. The convergence transmission scheme is illustrated in Fig. 3.



[bookmark: _Toc28442023]Figure 3: The processing of convergence transmission

The convergence transmission scheme takes full advantages of the complementary strengths of broadcast networks and mobile communication networks. Hence, the system efficiency of multimedia streaming services over VMN is optimized.
The protocol stack for multimedia streaming services over VMN is given in Fig. 4. Note that the convergence transmission protocols are agnostic to the underlying physical-layer standards and are transparent to the upper-layer standards. Thus, minimum modifications to the existing broadcast or mobile communication infrastructures can be guaranteed.



[bookmark: _Toc28442024]Figure 4: The protocol stack for multimedia streaming services over VMN 

[bookmark: _Toc28442058]Reference Architecture of Receivers for Multimedia Streaming Services over VMN
A reference architecture of receivers for multimedia streaming services over VMN is given in Fig. 5, where the following functions are identified.
• Broadcast connections and broadband connections that provide the connectivity for the receiver to receive signaling and data.
• Convergence Transmission Protocols/UDP/HTTP/TCP/IP stack and HTTP/TCP/IP stack that provide object-oriented transport protocols for the receiver to receive adaptive bitrate streaming (i.e., DASH/HLS) resources for multimedia streaming services.
• Low-Level Signaling: Signaling delivered over broadcast networks that enables the receiver to build a basic service list and bootstrap the discovery of the service signaling for each multimedia streaming service.
• Service Signaling: Service-related signaling that enables the receiver to discover and access multimedia streaming services and their content components.
• Cache: Temporary storage and handling of the manifests, initialization segments and media segments whose reception are facilitated by service signaling.
• Adaptive bitrate streaming (i.e., DASH/HLS) server: A local adaptive bitrate streaming server that is used to abstract the underlying layers to the adaptive bitrate streaming client. For the adaptive bitrate streaming client, manifests, initialization segments and media segments are provided through the adaptive bitrate streaming server.
• Adaptive bitrate streaming client: A function that consumes manifests and segments, and communicates with other components in the receiver to personalize the media experience based on platform capabilities, user preferences and user interaction.
• Applications: A native or downloaded application that makes use of broadcast or broadband delivered data in order to provide a rich and interactive presentation to the end user.



[bookmark: _Toc28442025]Figure 4: The reference architecture of receivers for multimedia streaming services over VMN 

A typical bootstrapping sequence of the reference receiver is presented as below:
1. The application requests a pre-configured service list in low level signaling. The service list is delivered to the application, which then provides a user interface for the selection of multimedia streaming services. User chooses a multimedia streaming service to consume.
2. The application uses the service signaling entry point information carried in the service list for the selected service to provide access information to the Convergence Transmission Protocols/UDP /HTTP/TCP/IP stack to retrieve the service signaling. Service signaling is delivered to the application.
3. By using the service signaling, the application provides access information to the Convergence Transmission Protocols/UDP/HTTP/TCP/IP stack for downloading the adaptive bitrate streaming-formatted media components of the selected service, which are sent to the cache to be stored, de-scrambled and subsequently forwarded to the adaptive bitrate streaming server.
4. Upon the selection of a service, the application activates the adaptive bitrate streaming client, causing the DASH/HLS client to request and receives media segments from the adaptive bitrate streaming server, at or after the media segments availability start times.
5. Upon reception of media segments, the composite function comprising the adaptive bitrate streaming client, DRM engine and media player decodes the received media segments, and the decoded media is returned to the application for play out.

[bookmark: _Toc28442059]VMS Configuration
[bookmark: _Toc26285167][bookmark: _Toc28442060]VMS Features
· These are User Experience Entertainment and Information features/Applications to driver and passenger. 
· Doesn’t describes the vehicle network or domain architecture integration
· Market, regional, country specific requirements
· Legal, mandatory requirements 
[bookmark: _Toc28442061]Reference VMS Features
[bookmark: _Toc28442016]Table 1: Reference VMS Features

	Features
	Sub-Features
	Configurable

	HMI
	Display Technology
	LED /LCD/ OLED, etc…

	
	Number of Displays
	Front, Central, Rear, multiple, independent, interactive, etc.

	
	Control
	Button/Knobs/Touch controls, etc...
Intelligent controls: Voice Control, Face Recognition, Voice Biometric, Gesture, personalization, eye movement control, Tactile-flexible feedback Touch, etc...

	
	Multi-screen interaction
	Push information to different screens

	
	
	Video file synchronous or asynchronous display

	
	
	Dual navigation display

	
	
	Free matching of the display interface

	
	System Language
	User Interface - Different Language requirements/mandated by regulations

	
	Display for Camera
	Rear View Camera(RVC) / Around View Monitoring(AVM)

	
	Control and Display
	Heating, ventilation and Air Conditioning(HVAC) Display and Controls

	
	
	Driver Assistance control and Displays

	Broadcast
	Terrestrial 
	Analog - AM

	
	
	Analog - FM

	
	
	Analog - Dual Tuner(FM2), FM PD(Phase Diversity), FM BGS(Back Ground Scan)

	
	
	Analog - FM- RDS (Radio Data System)

	
	
	Digital - DAB1 (Digital Audio Broadcast)

	
	
	Digital - DAB2 MRC

	
	
	Digital Terrestrial Television Broadcasting(DTTD)

	
	
	In Band On Channel technologies(IBOC) - (HDRadio, Digital Radio Mondiale (DRM))

	
	
	Convergent Digital Radio(CDR)

	
	
	and many more….

	
	Satellite
	Satellite Digital Audio Radio Service(SDARS )

	In-vehicle Mobile Connectivity
	 
	Bluetooth hands-free calls and music

	
	　
	Wi-Fi

	
	　
	Apple CarPlay, Android Auto, Baidu Carlife, Carbit (Yilian –China), etc...

	
	　
	Wi-Fi Alliance Miracast, CCC Mirror Link, DLNA, NFC, and Wi-Fi direct, etc…

	External Network connectivity
	Cellular networks
	3G/4G/5G

	
	LEO Satellites
	Low earth orbit bi-directional communication networks (e.g., Starlink, Oneweb, HongYan, Hong Yun).

	
	Satellites bi-directional
	e.g., TIAN TONG No.1 Satellite

	
	V2X
	V2V, V2I, V2P, V2X (e.g., DSRC/LTE-V/5G PC5)

	
	Wi-Fi
	Wi-Fi Hotspots

	Telematics configurations
	Remote
	Remote monitoring, Control, Vehicle data transfer

	
	Calls
	Emergency Call, Information Call, Breakdown Call

	Online App Stores/Suites
	APP Store
	New features downloaded

	
	Theme Marketplace
	Theme Skin Replacement

	OTA
	
	Software (SOTA) / Firmware Over The Air(FOTA)

	Media
	Audio
	Normal and High fidelity

	
	Image
	In different formats

	
	Video
	Normal video, 4k,8K, Augmented Reality(AR), Virtual Reality(VR), Mixed Reality(MR)

	Navigation
	Local navigation
	　

	
	Cloud navigation
	Data from Telematics box(3G/4G/5G/ cellular networks) modem / User mobile data

	
	Real-time traffic
	Traffic Message Channel (TMC))/ Transport Protocol Experts Group (TPEG)/ Real Time Traffic Centre (RTIC), proprietary technology, etc…

	
	Services
	Navigation services such as 3D map, HD map, Parking, Fuel Stations, real time weather, etc…

	
	Advance features
	Intelligent travel applications such as calendar, planners

	Voice Recognition (VR)
	Local VR and Cloud VR
	Natural Language Understanding

	
	
	Auto Speech Recognition

	
	
	Text to Speech

	Audio
	Audio Quality
	volume adjustment of the speed function

	
	
	DTS/CS auto Sound algorithms

	
	
	ANC(active noise control) 

	
	
	Personalization settings(Sound patterns and facial recognition)

	
	
	Best listening position adjustment

	
	
	Sound quality reduction technology

	
	Amplifier Configurations
	Multiple channels integrated amplifiers

	
	
	Amplifiers with Brander speakers

	
	Sound Configuration
	Multiple Speakers configurations
tweeter(treble speaker) / woofer(bass speaker) / full range speakers)

	Security
	　
	Personal Information Protection

	
	
	Network Security

	
	
	In-car anti-theft monitoring

	
	
	Application security

	
	
	Hardware Security modules

	
	
	Cryptography security/PKI security / Payment Gateway security

	Intelligent Features
	Driver Monitoring System(DMS)
	Fatigue, Expression and Emotion Recognition

	
	Health
	Bluetooth - Heart beat monitor, blood pressure monitor

	
	Office Environment
	Email, video conference Calls, holographic projection, gesture recognition, eye movement control, handwritten memo

	
	Games
	Voice based interactive quiz games, holographic interacting games, adventure games

	
	Social
	Facebook, Twitter, tiktok, team travel
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[bookmark: _Toc28442062]VMS Configuration
· VMS configuration defines standalone requirements for Entertainment and Information display to driver and passenger. 
· Defined in the level of Features and Functions
· Doesn’t describes the vehicle network or domain architecture integration
· Hardware components within the configurations
· Multiple Configurations possible 
· OEM built, After Market plug-ins. Highly variable

[bookmark: _Toc18916880][bookmark: _Toc26285170][bookmark: _Toc28442063]VMS configuration deciding factors
1. Usage requirements
2. Features, Functional requirements 
3. Interface requirements
4. Cost requirements
5. Benchmarked requirements
Etc.

VMS Architecture
· Physical and logical requirements
· Defines in the level of Sub-systems and Systems
· Network Interfaces
[bookmark: _Toc26004544]Definitions
Definition of VMS Core, Associated and Shared features & functions
[bookmark: _Toc26004545]I.	Core Function: 
Physical, Functional and logical data processed by VMS
Example: 	
Tuner, Media, Display functions etc.
[bookmark: _Toc26004546]II.	Associated Functions: 
Receive functional / Logical data from other systems, sub-systems to display data, status only
Example: 	
1. Camera Feed from Rear vehicle camera, 
2. eCall information display initiated by accident 
[bookmark: _Toc26004547]III.	Shared Functions:
Sharing Physical, Functional and logical data and controls
Example: 
1. Heating, Ventilation and Air conditioning (HVAC) controls are through VMU, data processed by HVAC. Status display in VMS.
2. V2X data received, processed by ADAS /other ECUs but Navigation Map layout integration done by VMS
[bookmark: _Toc26004548]VMS Architecture deciding factors
1. Technical requirements, advancement
2. Operating System, memory, hardware requirements
3. Features, Functional, sub-systems, logical and physical requirements
4. Interface requirements
5. Cost requirements
6. Usage requirements
7. Benchmarked requirements
Etc.
Reference VMS Architecture model

[image: ]

Applications
a) Information Application : Instrument Cluster, Head Up Displays, Navigation, Weather
b) Multimedia Application: Tuner, Media, HMI, VR, navigation
c) Vehicle Control : ADAS, HVAC, Connected Cars
d) Telematics: Remote control, Diagnostics, Data access
e) Front, rear Display Applications
f) Audio, video control Applications	
Application framework: 
To access, control the Applications such as, Java script, HTML5, Flash Air, X11, Win32
OS framework: 
Handling System Services, proprietary framework of OEM, VMS developers
OS: 
QNX ROTS and Microkernel, Linux kernel, AGL, Android Automotive OS, VxWorks RTOS, Windows CE, INTEGRITY etc.
Devices and Peripherals: 
Network and Internal and External Peripherals Control
Hypervisor and Virtualization: : 
Single High Power Processor to handle sharing the resources to support multiple OS, processing
Device drivers: 
Vehicle network, Audio & Video, inter-processors such as I2C, I2S, UART, USB, LVDS, CVBS, CAN, LIN, Wi-Fi, Bluetooth
Hardware: 
Processors, Memory and Interface Controllers 
Cloud Data
a)	Online Voice Recognition for Natural Language Understanding data base access
b)	Big data for telematics services
c) 	Remote Diagnostics, vehicle services database
d) 	Over-The-Air (OTA) software update
f)	Emergency Call (E-Call), Breakdown Call (B-Call), Information Call (I-Call) services
g)	Payment gateway services
h) 	Cloud internet services
i)	Online Navigation, HD map, Traffic information
j)	Infotainment services, Applications
k)	Car Connectivity- V2V, V2I, V2X

VMS Security
VMS should provide end-to-end protection as vehicles become connected and offer mote interactive services. More user data and privacy related information need to be protected to ensure confidentiality and integrity of user data which is stored in VMS in the vehicle and VMS cloud or backend servers.

Personally Identifiable Information (PII) protection
(To be added)


___________________
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