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1. Background and new questions:

SAGE sent a recent liaison statement [SAGE(19) 28 / S3-192535] to SA3 with a number of questions about the expected performance of 256-bit algorithms that SAGE has been asked to specify.  
SAGE are considering a number of candidate algorithms; among these we are considering two versions of the SNOW stream cipher:
· SNOW 3G as defined in [1] but with the key size set to 256 bits rather than 128 bits

· SNOW-V as defined in [2]

At this stage we make no comment on the acceptability (or otherwise) of either algorithm’s security at the 256 bit level, as that is still under investigation. 

However, we feel it prudent to ask already whether SA3 would have any objections to SAGE specifying either or both of these candidates. In particular: 

· Would SA3 be concerned that SNOW 3G could not meet all the desired performance requirements “in software implementations running on commodity CPUs”? Or is it SA3’s view that acceptable performance would be achievable? 

· Would SA3 be concerned that SNOW-V is not desirable as it does not sufficiently re-use the hardware components (from SNOW 3G and AES) currently existing in UEs and network equipment? Or is it SA3’s view that a partial overlap with existing hardware is considered sufficient re-use? 

2. Actions:

To 3GPP SA3

SAGE requests 3GPP SA3 to answer the specific questions above.
SAGE also looks forward to answers to the earlier questions that we asked in S3-192535.
[1] SNOW 3G Specification https://www.gsma.com/aboutus/wp-content/uploads/2014/12/snow3gspec.pdf
[2] SNOW-V Specification https://eprint.iacr.org/2018/1143.pdf



