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**************************************** First Change **************************************
[bookmark: _Toc25270637][bookmark: _Toc27741764]5.2.2.1	Introduction
The service operation defined for the Nausf_UEAuthentication is as follows:
-	Authenticate: It allows the AMF to authenticate the UE and allows the AMF to inform AUSF to remove the UE authentication result in the UDM.
-	Deregister: It allows UDM to request the AUSF to clear the Security Context. 
**************************************** Next Change **************************************

5.2.2.X	Deregister
[bookmark: _Toc25270651][bookmark: _Toc34310306][bookmark: _Toc36464828]5.2.2.X.1	General
The Deregister service operation is used in the following scenario:
-	Deletion of security context in AUSF
The NF Service Consumer (e.g. UDM) uses this service operation to request the AUSF to clear the stale security context, after the UE has been successfully (re)authenticated in same or different Serving Network via another AUSF Instance, e.g. due to registration via another access-type; so as to ensure only latest Kausf is maintained in the network. The service may also be used by UDM when the UE is no longer registered via any access-type or serving-network. It is responsibility of NF Service Consumers to ensure that security context being deleted does not hold the latest Kausf if UE is also connected via another Serving-Network.



Figure 5.2.2.X.1-1: UE Context Clean-up in AUSF 
1.	The NF Service Consumer (e.g. UDM) shall send a POST request to the AUSF that was used to authenticate the UE. The payload of the body shall contain the UE id (e.g. SUPI).
2a.	On success, "204 No Content" shall be returned.
2b.	On failure, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.

**************************************** Next Change **************************************
[bookmark: _Toc25270669][bookmark: _Toc34310324][bookmark: _Toc36464846]6.1.3.1	Overview
The structure of the Resource URIs of the "Authenticate" service is shown in Figure 6.1.3.1-1






Figure 6.1.3.1-1: Resource URI structure of the AUSF API
Table 6.1.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.1.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	ue-authentications
(Collection)
	/v1/ue-authentications
	POST
	Initiate the authentication process by providing inputs related to the UE

	
	/v1/ue-authentications/deregister
	POST
	Clear the security context of the UE

	5g-aka-confirmation
(Document)
	/v1/ue-authentications/{authCtxId}/5g-aka-confirmation

	PUT
	Put the UE response from the 5G-AKA process.

	
	
	DELETE
	DELETE the authentication result.

	eap-session
(Document)
	/v1/ue-authentications/{authCtxId}/eap-session
	POST
	Post the EAP response from the UE.
See NOTE.

	
	
	DELETE
	DELETE the authentication result.

	rg-authentications
(Collection)
	/v1/rg-authentications
	POST
	Initiate the authentication process by providing inputs related to the FN-RG

	NOTE:	This POST is used to provide EAP response to the AUSF in a sub-resource (Document) generated by the first POST operation. As this operation is not idempotent (it triggers subsequent EAP operations), a PUT was not adequate.




**************************************** Next Change **************************************
[bookmark: _Toc25156275][bookmark: _Toc34124575][bookmark: _Toc36461237]6.1.3.2.4	Resource Custom Operations
[bookmark: _Toc25156276][bookmark: _Toc34124576][bookmark: _Toc36461238]6.1.3.2.4.1	Overview
There is no Resource Custom Operations in the current version of this API.
Table 6.1.3.2.4.1-X: Custom operations
	Custom operation URI
	Mapped HTTP method
	Description

	{apiRoot}/nausf-auth/v1/ue-authentications/deregister
	POST
	Clear the Security Context of the UE



[bookmark: _Toc25156277][bookmark: _Toc34124577][bookmark: _Toc36461239]6.1.3.2.4.X	Operation: deregister (POST)
[bookmark: _Toc36461240]6.1.3.2.4.X.1	Description
This custom operation is used by the NF service consumer (e.g. UDM) to request the AUSF to clear the Security Context, after the UE has been successfully re-authenticated in same Serving Network, or has been successfully authenticated in another Serving Network, e.g. due to registration via another access-type.
[bookmark: _Toc36461241]6.1.3.2.4.X.2	Operation Definition
This operation shall support the request data structures specified in table 6.1.3.2.4.2.2-1 and the response data structure and response codes specified in table 6.1.3.2.4.2.2-2.
Table 6.1.3.2.4.X.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	DeregistrationInfo
	M
	1
	See 6.1.6.2.X.



Table 6.1.3.2.4.X.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	This case represents the handover is cancelled successfully. 

	ProblemDetails
	O
	1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- CONTEXT_NOT_FOUND

See table 6.1.7.3-1 for the description of this error.



**************************************** Next Change **************************************
[bookmark: _Toc25270697][bookmark: _Toc34310354][bookmark: _Toc36464876]6.1.6.1	General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Nausf service based interface protocol.
Table 6.1.6.1-1: Nausf specific Data Types
	Data type
	Clause defined
	Description

	AuthenticationInfo
	6.1.6.2.2
	Contains the UE id (i.e. SUCI or SUPI) and the Serving Network Name.

	UEAuthenticationCtx
	6.1.6.2.3
	Contains the information related to the resource generated to handle the UE authentication. It contains at least the UE id, Serving Network, the Authentication Method and related EAP information or related 5G-AKA information.

	5gAuthData
	6.1.6.2.4
	Contains 5G authentication related information.

	Av5gAka
	6.1.6.2.5
	Contains Authentication Vector for method 5G AKA.

	ConfirmationData
	6.1.6.2.6
	Contains the "RES*" generated by the UE.

	EapSession
	6.1.6.2.7
	Contains information related to the EAP session.

	ConfirmationDataResponse
	6.1.6.2.8
	

	DeregistrationInfo
	6.1.6.2.x
	Contains the UE id (i.e. SUPI).

	RgAuthenticationInfo
	6.1.6.2.9
	Contains the UE id (i.e. SUCI) and the authenticated indication.

	RgAuthCtx
	6.1.6.2.10
	Contains the UE id (i.e. SUPI) and the authentication indication.

	EapPayload
	6.1.6.3.2
	

	ResStar
	6.1.6.3.2
	

	Kseaf
	6.1.6.3.2
	

	HxresStar
	6.1.6.3.2	
	

	Suci
	6.1.6.3.2
	




**************************************** Next Change **************************************
[bookmark: _Toc25270700][bookmark: _Toc34310357][bookmark: _Toc36464879]6.1.6.2.x	Type: DeregistrationInfo
Table 6.1.6.2.2-1: Definition of type AuthenticationInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	supi
	Supi
	M
	1
	Contains the SUPI of the UE.




**************************************** Next Change **************************************
[bookmark: _Toc25270808][bookmark: _Toc34310465][bookmark: _Toc36464987]A.2	Nausf_UEAuthentication API
openapi: 3.0.0
info:
  version: 1.1.0.alpha-4
  title: AUSF API
  description: |
    AUSF UE Authentication Service.
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

******** Skipped for Clarity ********

paths:
  /ue-authentications:
    post:
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AuthenticationInfo'
        required: true
      responses:
        '201':
          description: UEAuthenticationCtx
          content:
            application/3gppHal+json:
              schema:
                $ref: '#/components/schemas/UEAuthenticationCtx'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource according to the structure: {apiRoot}/nausf-auth/v1/ue-authentications/{authCtxId}'
              required: true
              schema:
                type: string

        '400':
          description: Bad Request from the AMF
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '403':
          description: Forbidden due to serving network not authorized
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '404':
          description: User does not exist in the HPLMN
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '500':
          description: Internal Server Error
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '501':
          description: Received protection scheme is not supported by HPLMN
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
  /ue-authentications/deregister:
    post:
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/DeregistrationInfo'
        required: true
      responses:
        '204':
          description: Expected response to a successful removal of security context
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
  /ue-authentications/{authCtxId}/5g-aka-confirmation:
    put:
      parameters:
        - name: authCtxId
          in: path
          required: true
          schema:
            type: string
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/ConfirmationData'

******** Skipped for Clarity ********

    EapSession:
      type: object
      properties:
        eapPayload:
          $ref: '#/components/schemas/EapPayload'
        kSeaf:
          $ref: '#/components/schemas/Kseaf'
        _links:
          type: object
          additionalProperties:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/LinksValueSchema'
        authResult:
          $ref: '#/components/schemas/AuthResult'
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
      required:
        - eapPayload
    DeregistrationInfo:
      type: object
      properties:
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
      required:
        - supi
    RgAuthenticationInfo:
      type: object
      properties:
        suci:
          $ref: '#/components/schemas/Suci'
        authenticatedInd:
          type: boolean
          default: false
      required:
        - suci
        - authenticatedInd

******** Skipped for Clarity ********

**************************************** End of Changes ************************************
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