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1
Decision/action requested

It is requested to approve this solution for TR 33.847.
2
References

[1]
3GPP TR 33.847: “Study on Security Aspects of Enhancement for Proximity Based Services in 5GS (Release 17)”
3
Rationale

This solution describes how two security policies are handled when the remote UE accesses the network via relay and PC5 unicast link (remote UE to relay UE) and Uu (relay UE to network) is established. 
4
Detailed proposal

*****Start of change*****
6.Z
Solution #Z: Solution for handling security policies in relay communication 
6.Z.1
Introduction
This solution describes the solution for compatible security policies handling when the remote UE accesses the network via relay and PC5 unicast link (remote UE to relay UE) and Uu (relay UE to network) is established. 

6.Z.2
Solution details

It is required that the Security policy established between Remote UE and UE-to-Network relay and Network and UE-to-Network relay should be same.

The PCF provisions the same security policy supported or provided by the SMF to gNB to the Remote UE and the UE-to-Network Relay when provisioning the discovery and security material. In any case if there is mismatch in applied protection the connection needs to be dropped and Remote UE should establish a new connection.

Remote UE, UE-to-network relay and network negotiates the PC5 and Uu security policy in order to avoid any incompatibility in security policy and exposure of any sensitive data over PC5 and Uu interface.
6.Z.2.1
Security policy handling

For a NR PC5 unicast link and Uu, the UE shall be provisioned with the following:

-
Signalling integrity protection: REQUIRED/PREFERRED/NOT NEEDED

-
Signalling confidentiality protection: REQUIRED/PREFERRED/NOT NEEDED

-
User plane integrity protection: REQUIRED/PREFERRED/NOT NEEDED

-
User plane confidentiality protection: REQUIRED/PREFERRED/NOT NEEDED

REQUIRED means the UE shall only accept the connection if a non-NULL confidentiality or integrity algorithm is used for protection of the traffic.

NOT NEEDED means that the UE shall only establish a connection with no security.

PREFFERED means that the UE may try to establish security but may will accept the connection with no security. One use of PREFERRED is to enable a security policy to be changed without updating all UEs at once.
The handling of signalling security policy proceeds as follows:
-
At initial connection, the initiating remote UE includes its signalling security policy in the Direct Communication Request message. The receiving relay UE takes this into account when deciding whether to accept or reject the request based on the security policy for Uu. The initiating UE can reject the Direct Security Mode Command if the algorithm choice does not match its policy.

The handling of the user plane security policy proceeds with the following sequence:

-
At initial connection, the remote UE that sent the Direct Communications Request includes its user plane security policy for the service in the Direct Security Mode Complete message. 
-
If the signalling confidentiality protection is not activated, then UEs treat their user plane confidentiality policy as NOT NEEDED if and only if the confidentiality policy for Uu is NOT NEEDED and receiving relay UE sets confidentiality for the user plane to off. 

-
The receiving UE shall reject the Direct Communication Request when the following cases occur: 
1) if the received user plane security policy had either confidentiality/integrity set to NOT NEEDED and its own corresponding policy is set to REQUIRED and also Uu security policy is REQUIRED or,
 2) if the received user plane security policy had either confidentiality/integrity set to REQUIRED and its own corresponding policy is set to NOT NEEDED and also Uu security policy is NOT NEEDED.
6.Z.3
Evaluation

TBD
*****End of change*****

