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1
Decision/action requested

It is requested to approve this key issue for TR 33.847.
2
References

[1]
3GPP TR 33.847: “Study on Security Aspects of Enhancement for Proximity Based Services in 5GS (Release 17)”
3
Rationale

This key issue describes the issue with two security policies handling when the remote UE accesses the network via relay and PC5 unicast link (remote UE to relay UE) and Uu (relay UE to network) is established. It is proposed to agree this key issue in TR 33.847.
4
Detailed proposal

*****Start of change*****
5.Z
Key Issue #Z: Key issue on handling security policies in relay communication 
5.Z.1
Key issue details
In KI#3 of TR 23.752[xx], the UE maybe be able to access the network via the direct network communication or the indirect network communication as showing in figure 5.Z.1-1. The path#1 is direct network communication path and the path#2 and path#3 are indirect network communication paths via different UE-to-network Relays.
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Figure 5.Z.1-1
The UE-to-Network relay is registered to the 5GS as a UE. In order to provide service to the remote UE, the UE-to-Network relay needs to establish an NR PC5 link with the Remote UE. 

For UE-to-Network relay, two options (Layer-2 UE-to-Network relay and Layer-3 UE-to-Network relay) are under consideration in TR 23.752 [2]. Both options commonly provide network access service to remote UE with the following differences.

· Layer 2 relay: remote UE is registered to the 5GC and has an AS security context established with the gNB in the connected mode.

· Layer 3 relay: remote UE may be registered to the 5GC, but does not have an AS security context.

Both options described above require PC5 unicast link between the remote UE and UE-to-Network relay. Therefore, it should be studied how to establish PC5 link securely (e.g., authentication and security context establishment) for both options.

The UE-to-Network relay is registered to the 5GS as a UE may have different security policy than the one for established NR PC5 link with remote UE (in case of L3 relay). 

This key issue is to describe the issue with two security policies handling when the remote UE accesses the network via relay and PC5 unicast link (remote UE to relay UE) and Uu (relay UE to network) is established. 

The provisioned security policy for PC5 unicast link between remote UE and relay UE may not be same as security policy pre-provisioned for Uu interface between the relay UE and network. This may lead to different protection applied at PC5 level and Uu level.

5.Z.2
Security Threats

Different protection applied at PC5 link and Uu may lead to degraded data protection and an attacker can eavesdrop and modify the sensitive user data sent over PC5 or Uu.
5.Z.3
Potential Requirements

-
The encryption and integrity protection enabled over both Uu and PC5 shall be same for both signaling and user plane data.
*****End of change*****
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