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1	Decision/action requested
It is proposed to approve the key issue in TR 33.857.
2	References
[1]	3GPP TR 23.700-07: "Study on enhanced support of non-public networks (Release 17)"
3	Rationale
The objective of Key Issue #4 in TR 23.700-07 [1] is twofold, UE onboarding and then remote provisioning of non-USIM credentials for SNPN. This Key Issue aims at treating the security implications related to the onboarding part. 
SA3-100 added a key issue for the provisioning procedure but left out the onboarding part. This key issue is related to the support of Secure remote provisioning of non-3gpp identities and credentials for a specific NPN for a uniquely and securely identifiable device. Solutions to this key issue should consider supporting:
1) off-the-shelf devices without any preconfiguration other than the default credentials provided by the manufacturer.
2) devices that have additional preconfiguration on top of the default credentials provided by the manufacturer.
4	Detailed proposal
****START OF CHANGES ***
[bookmark: _Toc48930855][bookmark: _Toc49376104][bookmark: _Toc49376154]5.X	Key Issue #X UE onboarding for provisioning credentials for SNPN  
[bookmark: _Toc48930856][bookmark: _Toc49376105][bookmark: _Toc49376155]5.X.1	Key issue details
This Key Issue addresses security implications introduced in solutions related to Key Issue #4 in TR 23.700-07 [3]. 
The objective of Key Issue #4 in TR 23.700-07 [3] is twofold, UE onboarding and then remote provisioning of non-USIM credentials for SNPN. This Key Issue aims at treating the security implications related to the onboarding part. 
This key issue is related to the support of Secure remote provisioning of non-3gpp identities and credentials for a specific NPN for a uniquely and securely identifiable device. Solutions to this key issue should consider supporting:
1) Off-the-shelf devices without any preconfiguration other than the default credentials provided by the manufacturer.
2) Devices that have additional preconfiguration on top of the default credentials provided by the manufacturer.




Figure 5.X.1-1. Architecture for UE onboarding
UE discovers and selects the onboarding SNPN (O-SNPN) before UE is provisioned with SNPN credentials and other information to enable UE to get 3GPP connectivity to the desired Subscription Owner SNPN(SO-SNPN). Onboarding SNPN, after UE is connected, provides a secure connection to a provisioning server (PS) for provisioning the desired SO-SNPN’s subscription. During the UE onboarding procedure, the device is securely identified with a Default Credential Server (DCS) using the default credentials provided by the manufacturer.  
As part of this key issue, it will be determined:
-	Whether and how the O-SNPN authenticates the device based on the device's default credentials.
-	How the device establishes a secure discovery and connection with the PS.
-    Security of interface between DCS and O-SNPN, if the DCS and O-SNPN are not withing the same trust domain or there is not a business agreement between DCS and O-SNPN
Interface and Interface security between DCS and provisioning servers are out of the scope of this specification. 
[bookmark: _Toc48930857][bookmark: _Toc49376106][bookmark: _Toc49376156]5.X.2	Security threats
Access of UEs to provisioning server via onboarding SNPN that is unauthorized by the subscription owner SNPN or by the O-SNPN. 
Rogue network masquerading as an O-SNPN.
[bookmark: _Toc48930858][bookmark: _Toc49376107][bookmark: _Toc49376157]5.X.3	Potential security requirements
The 5G system should support the use of default device credentials for secure device identification during access to the provisioning server.
The 5G system should support establishing a secure connection between the device and the provisioning server, including mutual authentication mechanism, for remote provisioning of NPN credentials.
DCS should have the ability to authenticate the O-SNPN
***END OF CHANGES***
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