3GPP TSG-SA3 Meeting #100bis-e 
S3-202505
e-meeting, 12 - 16 October 2020














Source: Mavenir


Title: SA3 and CT4 misalignment on token request for Discovery and NFManagement

Document for: Discussion and Approval
Agenda Item: 4

1
Decision/action requested

SA3 is kindly requested to endorse the recommendation as in section 4.
2
References

[1]
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[2]


3GPP TS 29.510 v16.5.0, 5G System, Network Function Repository Services – Stage 3

3
Rationale

In TS 29.510 [2], CT4 has introduced security requirement to the Oauth 2.0 authorization frame work with respect when the NF service consumer is required to request access token in order to receive servce from the NRF that is in clear violation with SA3 TS33.501 [1].
CT4 has introduced the following requeirements in TS 29.501 [2]:

1 Under clause 6.1.8: “If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFManagement API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2”
2 Under clause 6.2.8: “If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFDiscovery API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2”
On the contrary, SA3 made it clear, in multiple places, in TS33.501 [1] that the NF service consumer is NOT required to request an access token before consuming the NRF NFManagement service nor the NFDiscovery. The following are some of SA3 clear indications in TS33.501 [1]:
1 Under clause 13.3.1 (Rel-15) and 13.3.1.3 (Rel-16): “When a NF accesses any services (i.e., register, discover or request access token) provided by the NRF, the OAuth 2.0 access token for authorization between the NF and the NRF is not needed.
2 Under clause 13.4.1.1, “Service access authorization within the PLMN”, it describes the steps that the NF service consumer is required to do before requesting an access token. Which says the following:

· The following procedure describes how the NF service consumer obtains an access token before service access to NF service producers of a specific NF type.  

· Pre-requisite:

a. The NF Service consumer (OAuth2.0 client) is registered with the NRF (Authorization Server).
3 Under the same clause 13.4.1.1, the following text describes the registration procedure for the NF service consumer, i.e., Oauth 2.0 client without any mandate of an access token neither in TS33.501 nor RFC6749.

· OAuth 2.0 client (NF service consumer) registration with the OAuth 2.0 authorization server (NRF)

· The NF service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], shall be used to register the OAuth 2.0 client (NF service consumer) with the OAuth 2.0 Authorization server (NRF), as described in clause 2.0 of RFC 6749 [43]. The client id, used during OAuth 2.0 registration, shall be the NF Instance Id of the NF.
Observation No. 1:

TS33.501 clearly documents that the NF service consumer (Oauth 2.0 client) is NOT required to request an access token from the NRF before it consumes the NRF NFManagement service, e.g., registration, update, deregistration, and subscribe to the status of other 5GC NFs. Not only that but TS33.501 makes it a perquisite for the NF service consumer to register with the NR, i.e., consume the Nnrf_NFManagemnet service, before it requests an access token.

Observation No. 2:

TS33.501 clearly documents that the NF service consumer (Oauth 2.0 client) is NOT required to request an access token from the NRF before it consumes the NRF NFDiscovery.

Observation No. 3:

It is worth mentioning that if it is required for the NF service consumer to request an access token from the NRF before it ever registers with the NRF, then we have a broken protocol that require the Authorization Server to issue an authorization access token before the NF service consumer ever got to register its profile with the NRF. This is clearly a requirement that breaks the Oauth authorization framework.

4
Detailed proposal

SA3 is kindly requested to endorse the following conclusion:
1. SA3 specification handling of Oauth 2.0 authorization framework with respect to whether the NF service consumer is required to request an authorization access token from the NRF before consuming any of the NRF services is correct and inline with Oauth 2.0 authorization framework.

2. CT4 requirements which mandates that the NF service consumer to request an access token from the authorization server NRF before accessing or consuming the NRF offered services is in violation with the security requirements captured in TS33.501.

3. SA3 shall send an LS to CT4 to inform them with the misalignment and request CT4 to fix its TS29.510 specification inline with TS33.501.
SA3 is kindly requested to review and approve the below companion draft LS and Draft CR for clarification:
1. S3-202504 draft LS, “Misalignment on requirement for access token request between TS29.510 and TS33.501”

2. S3-202506 & S3-2020507: draftCR to TS33.501 (Rel-15 and Rel-16) clarification for NRF authorization during NFDiscovery and Access token request procedures.

