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1
Decision/action requested

This contribution proposes the scope for the new TR 33.866. SA3 is kindly requested to approve this contribution.
2
References

 [1]
SP-200722 New SID on security aspects of enablers for Network Automation (eNA) for the 5G System (5GS) Phase 2
3
Rationale

The New SID on security aspects of enablers for Network Automation (eNA) for the 5G System (5GS) Phase 2 [1] was approved, this contribution proposes the scope of TR 33.866.
4
Detailed proposal

*************** Start of the 1st change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[X]
3GPP TR 23.700-91: " Study on enablers for network automation for the 5G System (5GS); Phase 2".
*************** End of the 1st change ****************

*************** Start of the 2nd change ****************

1
Scope

The present document studies the the security aspects of enablers for network automation for the 5G system defined in TR 23.700-91[X]. Specifically, this study item identifies key issues and security requirements related to the following aspects, and provide corresponding solutions:

-
UE data collection protection to fulfil the NWDAF functionalities including privacy consideration, data authenticity, data integrity, accessibility aspects.

-
Detection of cyber-attacks and anomaly events supported by NWDAF and its related functions, specifically to define parameters provided by UE to help detect attacks and abnormal behaviours;
-
Protection of data transferring (e.g. privacy consideration) in the inter-NWDAF/NWDAF instances.
*************** End of the 2nd change ****************

