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1 Recommendations 

1.1 TR-45.2

TR-45.2 recommends that a harmonized solution be adopted, containing the best of both proposals, using the 3GPP AKA proposal as a starting point. 

The 3GPP AKA is described in Section 2 of this report, the open issues in Section 3, the additional requirements put forward in TR-45.2 are discussed in Section 4.

1.2 TR-45.3

TR-45.2 recommends the 3GPP AKA proposal provided that 3GPP does not mandate the use of a particular algorithm for authentication.

2 A global security architecture

The 3GPP AKA proposal was, as agreed at the SA3#7 (S3-99187), a proposal of a global security architecture:

1) A common mechanism for authentication and key agreement (AKA), the 3GPP AKA mechanism using quintets, establishing temporary authentication data between the MS and the VLR. This common part assures global roaming and a world market for AuC security functionality. In the ANSI-41 system, this would replace the procedures for SSD sharing and SSD Update and make COUNT Update obsolete.

2) A system-specific mechanism for local authentication (LA), using the temporary authentication data established by the 3GPP AKA, available in the MS and the VLR. This feature avoids that the network needs to use a fresh quintet for each network access. In 3GPP1 local authentication is provided by means of the integrity protection on the security mode negotiation on a dedicated control channel. 3GPP2 has a tradition which translates in a strong requirement, that authentication can be done on the common control channel, using a “global challenge,” so we suggest that 3GPP2 adopts a different mechanism that meets their requirements. 
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The global security architecture would then look as in the figure above, with a single HLR/AuC that only speaks the GSM-evolved quintet-protocol (3GPP AKA). As this is the only protocol on the interface between the HLR/AuC and the MSC/VLR of both systems, no interoperation problem exists.

3 Open issue

We offered TR-45.2 three options for the local authentication (i.e. and the use of CK and IK):

1) Rely on mandatory ciphering and/or integrity; 

This met with objection as there was a security requirement saying that authentication should not rely on privacy. However, the Stage 1 Requirements say that privacy shall be applied.

2) Local authentication using the LESA or ISO 9798-4 using IK (using IK as SSD-A), while using CK as the cipher key (and IK as the integrity key) throughout the lifetime of CK and IK;

This was our preferred solution. 

3) Local authentication using the LESA or ISO 9798-4 using IK (using IK as SSD-A) and doing session key derivation from CK (using CK as SSD-B) to derive cipher and integrity keys;

This was the option that safes the most in network load. 

4 Additional requirements 

4.1 3GPP AKA using the global challenge

The 3GPP AKA requires authentication on a dedicated channel at registration and when updating the temporary authentiation data (CK/IK). An additonal TR-45.2 ESA requirement states that registration should be possible on common control channels. TR-45.2 believes that using a dedicated channel is going to cost more radio resource and will increase registration and call set-up times at origination with implicit registration. 

4.2 Option not to delegate authentication to the serving system

ANSI-41 offers the ability that authentication be performed in the Home System (No SSD sharing), whereas in 3GPP AKA this is always mandated to the visited system. Although the 3GPP security architecture offers the ability to set THRESHOLD very low, such that a fresh quintet is required for each network access, it is argued that this still does not provide the same degree of home network control. It was also argued that such a feature meets the requirements of certain operators to authorise network access even if authentication fails.

4.3 A message to send update on UE identity associated with user identity

There is a complex argumentation on support of removable UIM. From what I understand, the allegation is that the 3GPP AKA does not provide in a way to update in the HLR the current ESN associated with the MIN (=IMSI). You would want to maintains such a binding to support compatibility with legacy systems that verify the MIN/ESN binding. It was argued that this check cannot easily be switched off, because it is the only “security” for mobiles that do not authenticate.

4.4 A message to notify the home system of an authentication failure

GSM and 3GPP provide no notification back to the home system on a failed authentication.

5 Actions

SA-3 should consider to what extent and how we are willing to accommodate some of the above-mentioned concerns and requirements in order for the presentation at the beginning of December at the TR-45 Plenary.
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