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1 Abstract

The sequence number based mechanism described in the main body of the TS 33.102 v3.1.0 is a valid mechanism if the Super-Charger concept is used. This mechanism does not follow Super-Charger concept but it is compatible with it if distribution of authentication vectors between VLRs is taken into account.

The proposed window mechanism for sequence number has certain disadvantages as impacts on the air interface, higher complexity and slight security problems.

2 Introduction

In the contribution S3-99234 it is proposed a mechanism to enhance the window mechanism described in Annex C.3 of TS 33.102. Using this window mechanism it should be possible to retain authentication vectors in a VLR for future use when the user comes back to that VLR. The mentioned contribution propose an enhancement so that the VLR is informed about which of the authentication vectors it has in storage can still be used and therefore no synchronisation failures are caused, even if the window size is not very large.

This contribution analyses the window mechanism for sequence number management taken into account the enhancement proposed in contribution S3-99234.

3 Distribution of authentication vectors between VLRs

In chapter 6.3.1 of TS 33.102 it is explained a procedure in which unused authentication vectors are provided to a newly visited VLR(VLRn) from a previously visited VLR (VLRo). 

This procedure is invoked by the newly visited VLRn sending an authentication data request to the previously visited VLRo after a location update request sent by the user. Upon receipt of the request the VLRo verifies whether it has any unused authentication vectors in its database and if so, sends the unused authentication vectors to VLRn. The previously visited VLRo shall then delete these authentication vectors from its database. Upon receipt the VLRn stores the received authentication vectors. 

According to this procedure the unused authentication vectors, that an VLR has stored, are sent to the newly visited VLR and deleted, therefore the VLR is not going to retain useful authentication vectors for future use when the user comes back. This is meaning the window mechanism is not needed regarding Super-Charger if distribution of authentication vectors is considered and consequently it is not adding any benefit.

The HE does not need to send a cancel location to the old VLR in order to delete the authentication vectors since these will be deleted following the mentioned procedure. Therefore this procedure is totally compatible with Super-Charger concept, i.e. the fact of avoid cancel location and insert subscriber data messages are not affecting authentication and key agreement mechanism if the procedure for distribution of authentication vectors between VLRs is followed.

This procedure, as described currently in the TS 33.102, should be slightly modified regarding Super-Charger. A problem could arise if a user moves to one VLR that does not know about the VLRo, in this case it will not be possible to distribute the unused authentication vectors to the VLRn and remove them. Then, if cancel location were not sent, this VLR would keep the old authentication vectors that would be invalid when the user comes back. This could be solved following this procedure: if a VLR is not able to identify the LAIo of the location area under the jurisdiction of VLRo (the VLRn does not know about the VLRo) when receiving a location updating request, it will delete the already stored authentication vectors. In this case an authentication data request has to be sent to the HLR, but this can not be considered a disadvantage because this situation can be consider as probable as having authentication vectors out of the window range.

4 Stated advantages of the window mechanism

Some advantages can be seen to the window mechanism for sequence number, but after further analysis it can be stated that the conclusions obtained are not really advantages of the window mechanism. These first conclusions that come up when analysing this mechanism are developed in the following points:

· Reduced number of authentication vectors to be generated by the He/AuC

Since the authentication vectors generated by AuC are efficiently used by means of the distribution of authentication vectors procedure, the number of authentication vectors to be generated by He/AuC can be considered the same if the window mechanism is used or not.

· Fewer authentication vectors may have to be sent by from the HE.

As in the previous point, since all the authentication vectors generated are used, the number of authentication vectors sent is exactly the same if the window mechanism is not used.

· No cancel location messages are required.

As explained previously, cancel location messages are neither required if the window mechanism is not used according to the distribution of authentication vectors procedure.

· No authentication vectors has to be forwarded between VLRs.

This avoided traffic will be mapped to the HE-SN/VLR interface since if a VLR is not receiving the authentication vectors from a previously visited VLR, these will be received from the HE.

There is only one situation in which the traffic is reduced if the authentication vectors are not sent between VLRs and it is when the user is switching between VLRs after using few authentication vectors (1 or 2). If this is the case, the previously visited VLR would send to the new visited VLR almost all the authentication vectors stored and this operation would be repeated each time the user change its VLR.

· The MODE is no longer needed.

Even if the window mechanism is not used the parameter MODE is not needed. The MODE was included in order to avoid synchronisation failures but his assumption is not correct. 

The first thing is to consider that the MS is aware about the network being used, this way it can keep control about the SQN used for PS and CS. Since the MS knows the network type being used, the SQN received is compared with the last SQN used for that network. This procedure avoids synchronisation failures without using the parameter MODE. 

Here is an example that illustrates this.
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In the figure above the MS has used the authentication vectors AV1, AV2, AV6, AV7, AV8 and AV9 and keeps the value of the last used for CS and for PS. 

If a new authentication vector is required for PS, the AV received will be AV10 and the SQN value 10 will be compared with the last SQN for PS network, this is 9. 

If a new authentication vector is required for CS, the AV received will be AV3 and the SQN value 3 will be compared with the last SQN for CS network, this is 2.

As a result, no synchronisation failure is produced.

5 Disadvantages of the window mechanism

· Additional complexity in MS due to the use of the window and the storage of the authentication vectors already used so that the reuse is avoided.

· Additional complexity in the CN due to the use of the window in the VLR/SGSN and the signalling between the different nodes.

· The selection of the window size is a very crucial point in the window mechanism.

If the window size is too small, none of the unused authentication vector that the VLR/SGSN kept when the subscriber moved to different VLR will ever be used since they won’t be in the range SQNMS – w if some authentications were made since the subscriber left that VLR/SGSN.

On the other hand, if the window size is too large, authentication vectors that were generated a long time along could be used, and therefore the freshness sense in which the sequence number is based on would be lost.

· Optional functionality should be avoided because it causes complexity in the specifications (e.g. increased number of error cases). Since the solution without window is good enough no special optional functionality like the window technique should be included.
· The work required on standardisation concerning the communication between the MS and the SN (SQNMS and w) and the sequence number management in CN is considerably high. 

· The SQNMS could be overheard in the radio path. Since the SQN is concealed with an Anonymity Key when it is sent towards the MS, it makes no sense from a security point of view the fact of not doing the same when the SQN is sent from the MS 

6 Conclusions

As a result of this analysis, it can be seen that the window mechanism for sequence number is not providing any real advantage but more complexity in the CN and the MS and some slight problems concerning security. 

Moreover, if the procedure explained in chapter 3 for distribution of authentication vectors between VLRs is followed, there is not any compatibility problem with the Super-Charger concept.
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