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Abstract

In Annexes C.3 and C.4, mechanisms for using windows and lists in the USIM for sequence number management are described. This contribution proposes to introduce the possibility to manage the size of such windows and lists over the air by including a corresponding parameter in the authentication token sent to the user.

1 Proprosal

The optimal sizes for windows and lists respectively depend on network configuration, user movement patterns and security considerations. They are likely to change over time. Therefore a simple mechanism for managing these sizes is desirable. This contribution proposes such a mechanism.

Let SQNHI and SQNLO be the highest and lowest values in a window (a list respectively) in the USIM. We call the difference between SQNHI and SQNLO  the size of the window (list respectively). 

We propose to introduce a parameter SIZE which is to determine the maximum admissible window/list size for a given user. SIZE is selected by the AuC and included in each authentication vector. More specifically, we propose that the network authentication token AUTN take the form

AUTN =  SQN Å AK || SIZE || MAC where

MAC = f1K(SQN || RAND || SIZE).

The USIM keeps a state “SIZE” which it interprets as described in the preceding paragraph. Upon receiving an authentication request RAND || AUTN, the USIM acts as follows:

It accepts the authentication request if  the MAC can be verified, SQN > SQNLO and SQN is not in the window (list respectively), as described in Annexes C.3 and C.4 where the window/list size is determined from the current value of SIZE. The USIM updates SIZE if SQN > SQNHI. This rule for updating the parameter SIZE ensures that always the latest information which has reached the user is used for the parameter SIZE. The new value of SIZE will then be used for processing the next authentication request.

Length of SIZE: It is estimated that 2 bytes would be sufficient. If the sequence number was (partly) based on a global counter (clock) this would only be sufficient if the granularity of SIZE was coarser than the granularity of the global counter. In this latter case, the maximum admissible window size would then be determined as a fixed multiple of SIZE.























































� This document is based on work carried out in the EU-sponsored collaborative research project USECA (http://www.useca.freeserve.co.uk/). Nevertheless, only the author is responsible for the views expressed here.





PAGE  
1

