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Foreword

This Technical Specification has been produced by the 3GPP.

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of this TS, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version 3.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
Indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the specification;

1
Scope

This specification defines the core network procedures for the Enhanced User Identity Confidentiality for the third generation mobile telecommunication system.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.

[1]
3G TS 23.003: "3rd Generation Partnership Project (3GPP)”; Technical Specification Group (TSG) CN; Numbering, addressing and identification."

[1]
3G TS 33.102: "3rd Generation Partnership Project (3GPP); Technical Specification Group (TSG) SA; 3G Security; Security Architecture."

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of this specification, the following definitions apply:

3.2
Abbreviations

For the purposes of this specification, the following abbreviations apply:

EIMSI
Encrypted International Mobile Subscriber Identity

GI
Group Identifier

UIDN
User Identity Decryption Node

XEMSI
Extended Encrypted Mobile Subscriber Identity

4
Description

Enhanced User Identity Confidentiality is a mechanism used in the 3rd generation mobile telecommunication system to allow the identification of a user on the radio access by means of  the Extended Encrypted Mobile Subscriber Identity (XEMSI). For details concerning the structure of the XEMSI see 3G TS 23.003, for details concerning the used encryption mechanism see 3G TS 33.102.

A mobile station configured for using the XEMSI shall always use this identity instead of the IMSI. The serving VLR or SGSN shall be able to request decryption of the user identity by the home network using procedures described in this specification.

Enhanced User Identity Confidentiality shall have no impact on other User Identity Confidentiality Mechanisms, e.g. TMSI allocation.

5
Architecture

For the purpose of the Enhanced User Identity Confidentiality a new logical network node is introduced.

The UIDN is in charge of decrypting the EIMSI provided by the mobile station in the XEMSI by using mechanisms described in 3G TS 33.102. The UIDN is a home network operator specific logical network node. It may be co-located with the HLR.
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Figure 1: Core Network Architecture for Enhanced User Identity Confidentiality

The interface between the VLR and the UIDN is used by the VLR to request the decryption of the EIMSI from the UIDN for the circuit switched domain.

The interface between the SGSN and the UIDN is used by the SGSN to request the decryption of the EIMSI from the UIDN for the packet switched domain.

6
Information Flows

Figure 2 shows the information flow for Enhanced User Identity Confidentiality.
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Figure 2: Information Flow for Enhanced User Identity Confidentiality

7
Addressing

The VLR or SGSN shall derive the address of the UIDN from the XEMSI received from the MS. The UIDN address consists of the MCC, the MNC and the NODEID parameters of the XEMSI. If no NODEID is contained in the XEMSI then the VLR or SGSN shall use MCC and MNC only.

7
Procedures in SGSN and VLR

7.1
Procedure Check_User_ID

This procedure obtains an IMSI from the UIDN if an EIMSI was received from the Mobile station.
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Figure 3: Procedure Check_User_ID

8
Messages and their contents

8.1
Get IMSI

The following information elements are required:

Information element name
Required
Description

EIMSI
M
This information element contains the encrypted IMSI. The VLR shall derive the EIMSI from the XEMSI received from the MS

Group Identifier
M
The Group Identifier (GI) identifies the decryption key. The VLR shall derive the GI from the XEMSI received from the MS. for details see to 3G TS 33.102.

8.2
Get IMSI ack

The following information elements are required:

Information element name
Required
Description

IMSI
M
This information element contains the decrypted IMSI.

8.1
Get IMSI negative response

The negative response information element can take the following values:

-
System failure;

-
Unknown subscriber.
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